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Rapid	advancements	 in	wireless	 technologies	are	 transforming	how	






nology,	 biomedical,	 and	 telecommunication	 professionals	 to	 under-
stand	wireless	architectures	and	the	technical,	regulatory,	fiscal,	and	
policy	implications	for	implementing	wireless	networks	in	healthcare	
today	and	 tomorrow.	As	wireless	 technology	and	processing	 speeds	









Highlights	 of	 wireless	 opportunities	 for	 healthcare	 providers	
include	improvements	in
xiv Foreword
•	 Workflow:	 point-of-care	 delivery	 and	 workflow	 enhance-
ments	provide	 remote	 and	bedside	 registration,	diagnostics,	
and	treatment,	as	well	as	staff	and	patient	tracking.
•	 Communications:	 real-time	 connectivity	 between	 nurse,	
staff,	and	patients.
•	 Transportation:	real-time	connectivity	to	emergency	medical	
services	 and	 transport	 services,	 allowing	 for	 the	 transfer	 of	
critical	information	while	patients	are	in	route	between	care	
settings	or	departments,	or	in	the	home.
•	 Consumer	 engagement:	 consumers	 and	 care	 providers	 may	
now	interact	through	remote	communications	and	monitor-
ing	devices,	enabling	clinicians	and	patients	to	communicate	
timely	 health	 information,	 reminders,	 and	 support	 to	 each	
other	in	real	time,	changing	patient–caregiver	relationships.
•	 Workforce	 shortages:	 provides	 infrastructure	 for	 new	 care	
models	and	a	flexible	mobile	workforce.
•	 Asset	management:	provides	new	tools	for	asset	tracking.
•	 Data	 access:	 allows	 for	 the	 ability	 to	 collect,	 analyze,	 and	
share	 critical	 patient	 data,	 including	 access	 to	 electronic	
health	records	and	health	information	exchange.
•	 Usability:	 provides	 introduction	 to	 consumer-based	 devices	











•	 Regulatory	 requirements:	 federal,	 state,	 local,	 and	 institu-
tional	regulations	may	be	nonexistent	and/or	may	vary	with	
regard	 to	 definitions	 of	 mobile	 medical	 device	 applications,	
physician	 and	 provider	 licensure	 and	 liability	 for	 use,	 etc.,	
effecting	how	these	tools	are	to	be	deployed	and	used.
xvForeword
•	 Infrastructure	 coexistence:	 very	 few	 healthcare	 providers	
have	 the	 luxury	 of	 building	 wireless	 infrastructure	 from	











opportunities	 will	 require	 a	 solid	 understanding	 of	 wireless	 infra-
structure.	The	shared	experience	and	lessons	learned	from	the	authors	
provide	 essential	 guidance	 for	 large	 and	 small	healthcare	organiza-
tions	in	the	United	States	and	globally.
Edna Boone









IT	 security,	 to	 biomedical	 engineering.	 Our	 knowledge	 is	 founded	
upon	 formal	 study	and	graduate	 studies,	but	what	we	have	 to	offer	
that	is	unique	comes	from	many	hours	spent	in	the	trenches	of	health-
care	IT	operations.	What	we	all	have	in	common	is	that	as	we	began	
designing,	 deploying,	 and	 supporting	 wireless	 networks	 for	 various	
healthcare	accounts,	we	soon	learned	that	these	types	of	inpatient	and	
outpatient	 facilities	 have	 unique	 mobility	 requirements	 that	 lead	 to	
interesting	challenges.	During	the	early	years	of	WLAN	deployments	







radio	 frequency	 challenges,	 and	 a	 plethora	 of	 use	 cases	 for	 mobile	












ational	 support	 challenges	 that	 await	 a	network	deployment.	These	
ops	manuals	become	the	basis	for	our	architecture	standards	and	best	








































Although	 some	 of	 the	 inventors	 referenced	 above	 had	 success-
fully	transmitted	electromagnetic	radio	frequency	(RF)	signals	over	
several	kilometers,	 the	technology	did	not	experience	 its	first	major	
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boom	until	the	1940s,	especially	around	the	time	of	World	War	II.	
The	U.S.	military	had	a	keen	interest	in	using	the	technology	to	dis-
rupt	 enemy	 communications	 and	 secure	 their	 internal	 communica-
tions.	With	 the	help	of	a	mathematician,	who	also	happened	 to	be	
one	 of	 the	 first	 actresses	 to	 appear	 nude	 on	 camera,	 Hedy	 Lamarr	
(Figure 1.2),	techniques	for	frequency	hopping	and	spread	spectrum	
communications	were	born	in	1942.1	The	anti-jamming	capabilities	of	
Figure 1.2 Hedy Lamarr. Source: Wikipedia Public Domain.
Figure 1.1 Heinrich Hertz. Source: Wikipedia Public Domain.
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this	electromagnetic	RF	technique	drove	the	military	to	invest	heav-
ily	 into	 developing	 the	 technology.	 Spread	 spectrum	 kept	 evolving	
and	becoming	more	sophisticated	through	the	1970s	right	up	to	the	
beginning	of	the	1990s.







located	 on	 the	 Oahu	 campus.	 The	 network	 was	 one	 of	 the	 first	 to	
utilize	a	shared	medium	for	the	wireless	clients,	which	inevitably	led	
to	packet	collisions.	The	technology	researchers	at	the	university	took	












History and Current Growth and Proliferation of Wi-Fi in Hospitals
Here	 in	 the	 United	 States,	 wireless	 communications	 did	 not	 start	
propagating	quickly	within	healthcare	 institutions	until	1985	when	
the	Federal	Communications	Commission	 (FCC)	made	unlicensed	





ufacturers	 started	developing	different	 types	of	mobile	devices	 that	






















The	 two	 unlicensed	 frequencies	 that	 saw	 the	 highest	 utilization	
were	the	2.4-GHz	and	the	5-GHz	bands.	In	light	of	this,	the	IEEE	
802.11b	 and	 802.11a	 amendments	 were	 released	 in	 1999.	 Almost	
immediately,	 medical	 device	 manufacturers,	 hospital	 systems,	 and	












include	 the	 Compaq	 iPAQ.	 Between	 1999	 and	 2006	 there	 is	 clear	
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evidence	of	 an	 increasing	 trend	 in	PDA	use.	The	adoption	 rate	 for	
individual	professional	use	ranged	up	to	85	percent	in	2006	indicating	
a	high	rate	of	adoption	among	physicians.3	Although	the	additional	
mobility	was	handy	 in	areas	 like	 the	 intensive	care	unit	 (ICU),	 the	




Up	 until	 the	 1990s,	 mainframe	 “green	 screens”	 were	 still	 being	
slowly	 replaced	 by	 desktop	 computers	 for	 administrative,	 billing,	
and	 clinical	 data	 collection	 repositories	 using	 10-	 and	 100-Mbps	
wired	Ethernet	 interfaces.	With	the	evolution	of	802.11b,	network-
ing	manufacturers	began	offering	Personal	Computer	Memory	Card	














to	 have	 enough	 government-sponsored	 programs	 and	 incentives	 to	
aggressively	 pursue	 these	 types	 of	 systems.	 Mobility	 was,	 and	 still	
remains,	a	key	driver.







was	 much	 more	 popular	 than	 802.11a	 due	 to	 its	 lower	 cost,	 wider	



























pensate	 WMTS	 licensees.	 This	 will	 impact	 telemetry	 systems	 occu-
pying	 the	 608-	 to	 614-MHz	 band.	 This	 could	 be	 an	 early	 sign	 that	
telemetry	equipment	vendors	will	try	looking	at	leveraging	Wi-Fi	for	
WMTS Frequency Ranges
WMTS 1 = 608 to 614 MHz
WMTS 2 = 1395 to 1400 MHz
WMTS 3 = 1427 to 1432 MHz
Figure 1.3 WMTS frequencies. Source: FCC website.








less	 devices	 in	 healthcare.	 By	 2005	 Wi-Fi	 Chipset	 shipments	 had	
topped	100	million	annually.









leveraging	mobile	 technologies	 for	preventing	medical	 errors,	 com-
puterized	order	entry,	and	disease	management.	Major	EMR	vendors	







was	 released	 in	 2009	 allowing	 for	 data	 rates	 up	 to	 600	 Mbps	 and	




casted	 that	 1.5	 billion	 products	 equipped	 with	 11n	 will	 be	 sold	 in	
2015,	more	than	double	the	estimated	700	million	in	2011.
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the	 less	 congested	 802.11a	 band.	 Only	 recently	 did	 wireless	 voice	




























Protocol ProtocolDate of Release Freq.(GHz) Modulation Healthcare Adoption
802.11 Jun 1997 2.4 DSSS, FHSS Slow
802.11b Sep 1999 2.4 DSSS Moderate
802.11g Jun 2003 2.4 OFDM, DSSS Aggressive
802.11n Jun 2009 2.4/5 OFDM Aggressive
802.11a Sep 1999 5 OFDM Slow
Figure 1.4 802.11 a/b/g/n adoption.















to	 access	 the	 voice	 network	 anywhere	 within	 their	 facility	 without	




With	 the	 growing	 need	 for	 cost	 savings	 and	 the	 competitive	
nature	of	healthcare	institutions,	nurses	and	clinicians	need	to	have	
immediate	access	to	patient	data	at	the	bedside	for	information	such	





















Although	 the	 healthcare	 industry	 has	 taken	 a	 prudent	 approach	
to	 the	 adoption	 of	 mobility,	 federal	 legislation	 is	 driving	 the	 need	
for	accelerated	adoption.	Financial	 incentives	 from	the	 federal	gov-
ernment	 for	 attaining	 meaningful	 use	 and	 EMR	 implementation	









for	 Real-Time	 Location	 Services	 (RTLS).	 This	 includes	 inventory	
tracking	and	management	of	biomedical	and	other	types	of	devices,	
hand-washing	 tracking	 initiatives,	 security	 distress	 badges,	 and	
remote	 temperature	monitoring.	Several	departments	 such	 as	 clini-
cal	engineering,	security,	and	pharmacy	are	able	to	utilize	the	same	
wireless	 network	 to	 meet	 their	 departmental	 needs.	 The	 return	 on	
investment	of	such	systems	can	be	significant,	and	will	be	covered	in	
depth	in	Chapter	9.
802.11n	 has	 also	 resulted	 in	 an	 increased	 appetite	 for	 voice	 over	
Wi-Fi	and	video	over	Wi-Fi	applications.	The	use	cases	range	from	
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Food	 and	 Drug	 Administration	 (FDA).	 These	 other	 organizations	
will	be	covered	in	depth	in	Chapter	4.
Federal Communications Commission
The	 Federal	 Communications	 Commission	 (FCC;	 www.fcc.gov),	
established	 by	 the	 communications	 act	 in	 1934,	 is	 responsible	 for	
regulating	all	domestic	and	international	radio,	satellite,	cable,	wire,	
and	television	communications.	This	organization	is	an	independent	





without	 consulting	 other	 organizations,	 but	 lately	 there	 has	 been	 a	
push	to	communicate	more	closely	with	the	FDA.	This	is	to	ensure	
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worked	 extensively	 on	 the	 alphabet	 soup	 of	 standards,	 exhausting	
the	entire	alphabet	and	circling	back	around	and	using	two	letters	to	











port-based	 authentication	 (802.1X)	 in	 conjunction	 with	 Advanced	
Encryption	 Standard	 (AES)	 encryption.	 The	 detailed	 mechanisms	
are	covered	 in	 the	 security	 chapter	of	 this	book.	This	 is	 relevant	 to	
healthcare	in	that	802.11i	facilitates	meeting	regulatory	requirements	
like	Health	Insurance	Portability	and	Accountability	Act	(HIPAA)	










less	 networks.	 This	 is	 critical	 in	 healthcare	 due	 to	 Wi-Fi	 being	 a	
shared	 medium	 with	 limited	 bandwidth.	 Quality	 of	 Service	 (QoS)	
is	essential	to	ensure	that	time-sensitive	applications	like	video	over	




unessential	communication.	This	 is	 to	ensure	consistent,	 repeatable,	
and	adequate	wire-like	performance	over	Wi-Fi.
It	is	fairly	common	knowledge	that	the	roaming	burden	on	a	wire-




















increase	 the	security	of	management	 frames.	This	 is	 important	 in	a	









With	 so	 much	 of	 the	 wireless	 performance	 relying	 on	 the	 wire-
less	client,	802.11k	provides	a	way	for	radio	resource	measurements,	
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logging	data	points	such	as	transmit	power	control,	client	traffic	sta-
tistics	and	errors,	RF	channel	statistics,	and	neighboring	report.	This	







with	one	hundred	or	more	hospitals	 and	 clinics.	 802.11v	 is	 part	 of	
what	allows	the	use	of	centrally	managed	wireless	controllers	servic-












The	Wi-Fi	Alliance	 (www.wi-fi.org),	 established	 in	1999,	 is	 a	non-
profit	 association	 of	 companies	 dedicated	 to	 the	 vision	 of	 seamless	








•	 Deliver	 great	 product	 connectivity	 through	 testing	 and	
certification.
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In	an	effort	to	meet	these	goals,	the	Alliance	established	the	Wi-Fi	
CERTIFIED™	 program	 in	 2000to	 test	 products	 for	 compliance	
with	the	802.11	industry	standards	for	interoperability,	security,	easy	
installation,	and	reliability.	The	Wi-Fi	CERTIFIED	logo	is	verifica-






•	 Wi-Fi	 products	 based	 on	 IEEE	 radio	 standards:	 802.11a,	
802.11b,	 802.11g	 in	 single	 or	 dual	 (802.11b	 and	 802.11g)	
mode,	or	multiband	(2.4-	and	5-GHz)	products.






•	 Protected	 Management	 Frames:	 Wi-Fi	 CERTIFIED	




tion,	 which	 supports	 the	 IEEE	 802.11n	 ratified	 standard.	
This	test	program	also	includes	Wi-Fi	Multimedia	(WMM)	
testing.






that	 connect	 directly	 without	 use	 of	 an	 access	 point,	 to	
enable	 applications	 such	 as	 printing,	 content	 sharing,	 and	
display.	 Wi-Fi	 Direct	 certifies	 products	 that	 implement	
16 wi-Fi enabled HealtHCare





Setup	 certifies	products	 that	 implement	 technology	defined	
in	the	Wi-Fi	Simple	Configuration	Technical	Specification.
•	 WMM®	(Wi-Fi	Multimedia™):	support	for	multimedia	con-




•	 WMM-Power	 Save:	 power	 savings	 for	 multimedia	 content	
over	Wi-Fi	networks,	which	helps	conserve	battery	life	while	




•	 Voice-Personal:	 voice	 over	 Wi-Fi,	 which	 extends	 beyond	









•	 Voice-Enterprise:	 certifies	 that	 products	 are	 able	 to	 meet	
requirements	supporting	good	voice	call	quality	and	advanced	
WPA2™-Enterprise	 security	 mechanisms.	 The	 program	
supports	fast	transitions	between	access	points	and	provides	
management	 for	 voice	 applications.	 Voice	 Enterprise	 builds	
on	the	Voice-Personal	certification	features.
•	 WMM-Admission	 Control:	 enhanced	 bandwidth	 manage-
ment	tools	 to	optimize	the	delivery	of	voice	and	other	 traf-
fic	 in	Wi-Fi	networks.	WMM-Admission	Control	 certifies	
17brieF History oF wi-Fi
products	 that	 implement	 technology	defined	 in	 the	WMM	
Technical	Specification.















communications.	 OSI	 is	 comprised	 of	 seven	 layers,	 as	 outlined	 in	
Chapter	7.	Wi-Fi	defines	communications	in	the	Physical	and	Data	
link	layers	of	the	OSI	model.




at	 a	 typical	 physician’s	 office,	 and	 medical	 records	 were	 a	 series	 of	






sicians	as	 they	 review	patient	 records.	 Instead	of	having	 to	 log	 into	
a	dedicated	system	to	print	the	 latest	 lab	results	or	to	view	a	recent	










Rather	 than	 trying	 to	 cover	 every	 scenario,	one	way	 to	 illustrate	
clinical	 workflow	 improvements	 is	 to	 tell	 two	 similar	 stories	 of	 a	
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After	spending	about	4	hours	having	the	various	tests	completed,	
including	waiting	 for	 the	nurse	 to	find	 an	EKG	device	with	wired	

























After	 submitting	 his	 information,	 it	 is	 automatically	 sent	 to	 his	
physician’s	 handheld	 device	 and	 updated	 in	 the	 EMR	 system.	 He	




speaks	 Chinese	 and	 brings	 a	 workstation	 on	 wheels	 into	 the	 exam	
room.	 He	 launches	 a	 video	 conferencing	 session	 to	 a	 remote	 inter-
pretation	 service,	 and	 is	 linked	 to	an	 interpreter	within	a	couple	of	
minutes.	In	addition	to	the	workstation	on	wheels,	his	physician	has	
his	tablet	PC.	He	is	able	to	review	the	EMR	on	his	tablet	and	pull	



































of	 time	 and	 costs	 for	 the	 physician.	 These	 scenarios	 are	 based	 in	 a	
small	clinic,	but	the	time	and	cost	savings	can	be	more	significant	in	
larger	hospitals,	where	it	may	take	up	to	an	hour	to	locate	a	mobile	
device	 without	 RTLS.	 These	 types	 of	 workflow	 improvements	 can	
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sometimes	make	the	difference	between	life	and	death	in	time-sen-
sitive	 emergencies.	They	also	 contribute	 to	 improving	disease	man-
agement	 and	 preventable	 readmission	 costs.	 Costs	 associated	 with	
chronic	diseases	account	for	more	than	four-fifths	of	total	healthcare	
expenditure,	 so	 any	 improvements	 in	 this	 area	 can	have	 significant	
impact	on	the	ever-increasing	healthcare	costs.
mHealth
When	 we	 start	 looking	 at	 rising	 trends	 within	 healthcare	 over	 the	
last	10	years,	we	cannot	ignore	mHealth.	Analyst	forecasts	estimate	








mal	definition	of	mHealth.	For	 the	purposes	of	 this	 book,	we	will	
use	the	definition	created	by	the	National	Institutes	of	Health:	“the	
delivery	of	healthcare	 services	 via	mobile	 communications	devices.”	










a	 healthcare	 facility	 have	 been	 covered	 in	 the	 section	 on	 workflow	
improvement.	Once	we	 start	 scrutinizing	use	 cases	outside	 the	 tra-
ditional	 four	walls	 of	 the	hospital,	we	 start	 to	 look	 at	 technologies	
beyond	Wi-Fi.
Global	 cellular	 subscriptions	 have	 grown	 from	 962	 million	 sub-
scribers	 to	 5.9	 billion	 subscribers,	 and	 the	 trend	 is	 still	 increasing.	





rural	 areas	 that	 are	 greater	 than	 walking	 distance	 from	 a	 hospital.	
Developed	countries	 take	advantage	of	 this	 type	of	 technologies	 in	
different	ways	than	developing	countries.	Text	messaging	is	the	pri-
mary	form	of	communication	between	physicians	and	their	pregnant	
patients	 in	 Nairobi,	 whereas	 in	 the	 United	 States	 this	 can	 include	
video	or	voice	communications.




	 1.	 “Hedy	 Lamarr:	 Inventor	 of	 More	 than	 the	 1st	 Theatrical-Film	
Orgasm.”. LA Times.	November	28,	2010.
	 2.	 N.	Abramson	 (1970).  “The	ALOHA	System:	Another	Alternative	 for	


















Wi-Fi	 networks	 are	 a	 marriage	 between	 client	 devices	 and	 access	
points,	which	are	referred	to	as	stations	(STAs)	and	APs,	respectively.	
These	entities	have	a	few	things	in	common	yet	maintain	some	clear	
differences.	 The	 APs	 communicate	 regularly	 with	 everyone	 around	






















described	 as	 having	 a	 management,	 control,	 and	 data	 plane.	 Each	
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plane	serves	a	different	function.	The	management	plane	typically	is	
concerned	with	configuring	and	monitoring	the	wireless	infrastruc-



























	 3.	Split	 MAC—Real	 time	 (RT)	 on	 AP	 and	 non-RT	 on	 the	
controller












	 5.	CAPWAP—Control	 and	 Provisioning	 of	 Wireless	 Access	
Points


















802.11 Functions Local MAC Split MAC Remote MAC






Figure 2.1 MAC scenarios.
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for	a	controller.	The	primary	driver	for	this	move	is	the	increased	data	
rates	 from	 802.11n.	 The	 advent	 of	 802.11n	 created	 a	 bottleneck	 at	
the	controller.	Twenty	450-Mbps	802.11n	APs	could	easily	overrun	































will	 be	 on	 the	 subnet.	 A	 mask	 of	 255.255.255.0	 or	 something	 like	
that	which	would	allow	for	only	256	IP	addresses	minus	the	network,	
broadcast	 address,	 gateway,	 and	 any	 other	 management	 addresses	
27wireless arCHiteCture Considerations





















to	 avoid	 this	 solution.	You	 could	put	 the	APs	 in	different	VLANs	
with	different	IP	scopes.	But	people	would	complain	that	their	appli-










This	allowed	 the	administrator	 to	configure	and	manage	 just	a	 few	
controllers	even	if	they	had	thousands	of	APs.	One	version	of	Cisco’s	
LWAPP	 architecture	 encapsulates	 an	 802.11	 wireless	 frame	 in	 an	
Ethernet	 frame	and	 sends	 this	 to	and	 from	the	WLAN	controller.	




Functions	 like	 802.11	 Beacons	 were	 handled	 by	 the	 AP	 and	








many	 problems	 like	 having	 to	 span	 VLAN’s	 across	 edge	 network	































































new	 ideas	 about	 the	 data	 plane	 have	 emerged.	 Wi-Fi	 vendors	 are	












































agement	 suite,	 this	 would	 rule	 them	 out	 as	 being	 distributed.	 This	
architecture	certainly	poses	some	challenges.














Building for Applications and Performance Designing	a	wireless	net-
work	 is	 much	 like	 writing	 a	 book;	 you	 begin	 with	 identifying	 the	
audience.	Mobile	devices	are	the	audience	of	the	WLAN.	As	such,	it	
is	incredibly	important	to	take	into	consideration	all	of	their	nuances	
and	 applications.	 Devices	 range	 from	 smart	 phones	 to	 intravenous	
pumps,	each	of	which	creates	unique	challenges	for	a	wireless	engi-
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points,	large	numbers	of	clients	will	stress	a	single	Extended	Service	
Set	(ESS).
Unicast, Multicast, and Broadcast IPv4	was	originally	designed	 for	





























Figure 2.2 Idle associated iPhone traffic graph.
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off	and	the	phone	in	an	idle	state.	The	phone	in	this	state	seems	to	
peek	 at	 about	 5	packets	 per	 second.	 Even	with	300	phones	 on	 the	
same	network	this	amounts	to	1500	packets	per	second.	Any	modern	
wireless	LAN	should	barely	notice	this	amount	of	traffic.	Nearly	all	
of	 this	 traffic	 is	being	 transmitted	at	higher	data	 rates,	as	 this	 traf-
fic	 is	data	wireless	LAN	traffic.	Data	traffic	is	sent	out	at	what	the	
client	believes	to	be	the	highest	data	rate	at	which	the	AP	can	reli-













bill	 and	 you	 will	 be	 more	 concerned	 about	 the	 number	 of	 minutes	







Figure 2.3 Idle unassociated iPhone traffic graph.

































ing,	 it	 is	 recommended	 to	 keep	 your	 Wi-Fi	 broadcast	 traffic	 under	
one	percent.	There	are	two	reasons	for	following	this	guideline.	First	









wireless	 companies	 implement	 something	 called	 proxy	 ARP.	 RFC	
(Request	for	Comment)	1027	or	proxy	ARP	does	just	what	its	name	
suggests.	It	will	allow	another	device	on	the	same	network	as	an	end	







Interface: 192.168.2.215— - 0x14
 Internet Address Physical Address Type
 192.168.2.1 00-24-01-39-9c-7d dynamic
 192.168.2.2 b8-27-eb-0f-ad-b1 dynamic
 192.168.2.192 a4-d1-d2-23-11-2a dynamic
 192.168.2.194 d8-d1-cb-74-6a-db dynamic
 192.168.2.205 7c-e9-d3-b2-6a-34 dynamic
 192.168.2.208 d0-23-db-94-c7-02 dynamic
 192.168.2.209 00-26-ab-49-72-f7 dynamic
 192.168.2.255 ff-ff-ff-ff-ff-ff static
 224.0.0.2 01-00-5e-00-00-02 static
 224.0.0.22 01-00-5e-00-00-16 static
 224.0.0.251 01-00-5e-00-00-fb static
 224.0.0.252 01-00-5e-00-00-fc static
 239.255.255.250 01-00-5e-7f-ff-fa static
 239.255.255.253 01-00-5e-7f-ff-fd static
 255.255.255.255 ff-ff-ff-ff-ff-ff static
This	output	 shows	 the	mappings	of	 IP	addresses	 in	 the	 leftmost	
column	to	 the	MAC	address	 in	 the	middle	column.	And	 the	 right	








This	 requires	 the	client	 to	 stop	whatever	 it	 is	doing	 to	 listen	 to	 the	





Host	Configuration	Protocol	 (DHCP)	 transactions,	 specifically	 the	
DHCP-ACCEPT	packet.	Any	device	on	the	network	that	performs	











































ality	 allows	 workers	 to	 use	 their	 phones	 in	 an	 intercom	 fashion	 to	
communicate	with	a	group	of	people.	As	hospitals	have	become	more	
cognizant	 of	 their	 patients’	 mental	 health	 and	 comfort,	 overhead	
paging	has	slowly	begun	to	disappear	from	the	hallways	and	patient	
rooms.	PTT	emerged	as	 a	 compromise	between	 the	overhead	pag-
ing	and	none	at	all.	The	problem	with	multicast	groups	is	that	they	
are	only	transmitted	on	the	local	subnet	of	the	transmitting	device.	
There	 are	 ways	 to	 route	 multicast	 traffic.	 However,	 this	 introduces	
new	complexities	to	the	network	architecture.	The	simplest	solution	
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Medical Devices














HD	video.	These	 types	of	 solution	are	 the	most	 common	ones	 that	
require	 static	 IP	 addresses,	 and	 lower	 encryption	 standards	 such	 as	
Wired	Equivalent	Privacy	(WEP),	Temporal	Key	Integrity	Protocol	
(TKIP)	encryption.	They	are	also	likely	to	use	only	802.11b/g,	which	
utilizes	 the	 heavily	 saturated	 2.4-GHz	 wireless	 spectrum.	 Again,	 a	
serial	interface	will	not	have	very	high	data	rate	requirements.
One	 important	 thing	 to	 note	 is	 that	 most	 test	 equipment	 will	


























the	key	 challenges	 sometimes	 is	 simply	moving	 a	patient	 to	get	 an	





images	 are	 often	quite	 large,	 and	 they	 are	 only	 getting	 larger	with	
three-dimensional	capabilities	and	video	recordings.	There	are	some	













is	 obviously	 no.	 Imagine	 your	 WLAN	 is	 like	 a	 traffic	 intersection	
with	a	four-way	stop.	Every	car	that	comes	to	that	intersection	must	
stop	before	proceeding	 through	 the	 intersection.	This	 is	 the	default	
behavior	of	a	WLAN.	Every	device	must	wait	its	turn	and	send	one	
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desktop	 computer	 mounted	 to	 a	 cart.	 WOWs	 have	 historically	
leveraged	 fairly	 lightweight	 applications	 that	 are	 tolerant	 to	delay.	
Therefore,	application	delivery	on	a	laptop	is	not	as	difficult	as	other	





First,	 they	 can	be	used	 rather	 sporadically	 for	 things	 like	physi-
cian	rounds	or	during	system	updates.	Doctors	often	do	rounds	in	the	
morning	after	their	patients	have	had	all	their	vitals	taken	and	some	
breakfast.	 In	 addition	 teaching	hospitals	will	 have	 a	 small	 army	of	
residents	following	the	lead	physicians	around.	It	may	not	be	uncom-
mon	 for	 everyone	 in	 the	 entourage	 to	 carry	 around	 a	 WOW	 cart.	














clients,	 taking	 these	measures	will	only	 create	problems.	Surveying	
for	high-density	clients	is	covered	in	detail	in	Chapter	3.














•	 Usually	 support	 OKC	 and	 Pre-Authentication	 for	 fast	
roaming
Two	 new	 types	 of	 devices	 have	 emerged	 after	 15	 years	 of	 solid	












300	 to	450	Mbps.	This	 is	a	 stark	contrast	 to	 the	smart	phones	and	
tablets	 that	 usually	 support	 only	 up	 to	 65	 Mbps.	 These	 lower	 data	
rates	are	the	result	of	a	compromise	on	real	estate	and,	mostly,	power.	
The	 802.11n	 standard	 specifies	 data	 rates	 up	 to	 600	 Mbps.	 This	 is	
accomplished	 through	 the	 use	 of	 multiple	 radios	 and	 antennas.	







Video	 conferencing	will	 likely	only	 consume	3	Mbps	or	 less	band-
width,	which	is	more	than	within	the	limits	of	a	65	Mbps	data	con-




channels.	 40-MHz	 channels	 are	 also	 called	 channel	 bonding.	 This	
is	 often	 represented	 with	 a	 +1	 or	 −1.	 Figure  2.4	 shows	 all	 possible	
channel-bonding	scenarios	for	the	5.0–GHz	channel.
















36 40 44 48 52 56 60 64
UNII-2 Ext
100 104 108 112 116 120 124 128 132 136
UNII-3 ISM
149 153 157 161 165
Figure 2.4 UNII table.














































Wireless	 LAN	 architectures	 will	 continue	 to	 change	 and	 evolve	
as	new	problems	emerge	to	solve.	One	thing	that	will	never	change	
is	 the	process	 of	designing	 a	network.	The	 starting	point	 for	wire-
less	LAN	design	is	identifying	which	devices	and	applications	will	be	




























Preparation	 is	 the	most	 important	first	 step	 in	designing	a	wireless	
network.	It	is	essential	to	clearly	define	exactly	what	work	has	to	be	
done	 for	a	 successful	 survey	before	beginning	 the	work.	Often	 this	
will	 require	 work	 effort	 exceeding	 the	 actual	 time	 to	 complete	 the	
technical	portion	of	the	survey.	The	next	section	will	cover	compo-
nents	needed	prior	to	the	technical	work	effort.
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The Statement of Work
The	statement	of	work	(SOW)	is	a	formal	document	that	defines	the	
work	 effort,	 timelines,	 and	 deliverables	 a	 surveyor	 must	 execute	 to	
complete	all	requirements	of	the	project.	Producing	the	background	
information	 needed	 to	 complete	 the	 SOW	 will	 require	 diligence.	


























Special requirements:	 This	 specifies	 any	 special	 hardware	 or	
software,	specialized	workforce	requirements,	such	as	degrees	
or	 certifications,	 travel	 requirements,	 and	 anything	 else	not	
covered	in	the	contract	specifics.











































less	 professional	 in	 the	 hospital	 will	 require	 flexibility.	 Understand	
that	 it	 will	 be	 nearly	 impossible	 to	 plan	 for	 every	 hurdle	 you	 may	
























large	 waiting	 rooms	 may	 need	 a	 larger	 number	 of	 access	 points	 to	
appropriately	accommodate	user	load.
If	RTLS	is	a	requirement,	the	placement	of	access	points	will	need	

































Most	 wireless	 equipment	 manufacturers	 provide	 additional	 fea-
tures	to	help	manage	high-density	deployments.	We	will	not	go	into	
the	 details	 of	 how	 each	 vendor	 implements	 these	 features	 but	 will	
illustrate	the	concepts	below.	These	features	should	not	be	used	as	a	
substitute	for	a	proper	wireless	design.
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Airtime fairness—is	designed	to	provide	more	airtime	to	faster	
clients	by	allowing	dedicated	airtime	to	different	bands.	This	
can	 help	 mitigate	 performance	 degradation	 of	 mixed	 client	
environments.
AP load balancing—this	mechanism	is	 intended	to	move	cli-














Role-based policy management—provides	 a	 mechanism	 to	
implement	network	policies	based	on	the	grouping	of	clients	
by	their	role	in	the	organization.	Grouping	similar	behavior	
profiles	 such	 as	 physician,	 resident,	 and	 guest	 users	 can	 be	
used	to	leverage	the	amount	of	bandwidth,	the	QoS,	and	the	
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Ch 6Ch 1Ch 11Ch 6
Figure 3.1 A 2.4-GHz channel plan.
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on	top	of	each	other	can	cause	significant	interference	under	the	right	
conditions.	Minimize	interference	variables	by	placing	APs	in	a	stag-
















Custom	 enclosures	 (Figure  3.3)	 may	 be	 a	 good	 way	 to	 protect	











wireless	 footprint.	 As	 a	 result	 it	 is	 important	 to	 understand	 design	
considerations	for	augmenting	existing	wireless	hardware.
Upgrading Access Point Hardware Wi-Fi	technology	has	evolved	very	
quickly	over	the	last	ten	years.	Legacy	wireless	networks	do	not	have	
Figure 3.3 A custom enclosure.
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completely	 new	 variables	 to	 overcome.	 The	 Multiple	 in	 Multiple	
out	 (MIMO)	technology	 introduced	 in	 the	802.11n	standard	really	
was	a	game	changer	 for	wireless	design.	Before	 its	 introduction,	an	
RF	characteristic	known	as	multipath	caused	signal	disruption	and	







signals	 and	 retransmissions.	Augmenting	or	 replacing	access	points	
























Modern	 802.11n	 access	 points	 require	 at	 least	 one	 gigabit-enabled	
port.	Many	manufacturers	have	an	option	to	add	an	additional	giga-
bit	port	depending	on	 the	number	of	 radios	and	 spatial	 streams.	 It	
may	also	be	necessary	 to	validate	 the	uplink	capacity	of	 the	 switch	
to	the	head	end	to	ensure	enough	bandwidth	is	available.	Ensuring	





























fer	 all	 traffic	 back	 to	 the	 controller	 infrastructure	 over	 the	 WAN.	
More	details	about	the	variables	to	consider	and	the	design	types	are	
provided	 in	Chapter	2.	The	 important	 factor	 to	 consider	 is	 if	 there	
is	enough	bandwidth	 if	WAN	traversal	 is	needed.	For	 instance,	we	
require	a	minimum	circuit	size	to	provide	guest	access.	For	smaller	
sites	 with	 low	 bandwidth	 circuits	 the	 addition	 of	 WLAN	 services	
may	compromise	bandwidth	availability	for	production	clinical	traffic.
IP Address Availability
The	 need	 for	 IP	 addresses	 has	 grown	 exponentially	 with	 the	 rapid	
increase	 in	number	of	mobile	devices	 in	hospitals.	 IP	addresses	are	
needed	for	client	devices	to	communicate	on	the	network.	There	are	













less	 access	 point.	 This	 comprises	 a	 telescoping	 pole,	 mobile	 power	


















Figure 3.4 Survey on a stick.




















There	 is	much	 industry	debate	 about	what	 client	 to	use	 to	 capture	
data.	 It	 is	 important	 to	 use	 a	 consistent	 setup	 while	 doing	 a	 sur-
vey.	Using	different	clients	with	different	chipsets	may	change	 the	




the	 hospital	 may	 not	 have	 enough	 space	 to	 maneuver	 a	 cart.	 Size	











Site Survey Design Software
Site	survey	software	is	used	to	plan	and	design	a	successful	RF	design.	








Regardless	 of	what	 software	 suite	 you	 choose,	 the	 fundamentals	
of	 using	 site	 survey	 software	 are	 the	 same.	 A	 facility	 blueprint	 is	
imported	into	the	software.	Accurate	scaling	is	the	golden	rule.	Most	




Figure 3.5 OptiView XG network tablet. (Photo provided by Fluke Networks.)
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There	 are	 three	 types	 of	 site	 surveys,	 including	 predictive,	 passive,	
and	active	 surveys.	There	are	advantages	and	disadvantages	 to	each	
method	when	designing	a	wireless	network.
Figure 3.6 Survey Pro. (Photo provided by Fluke Networks.)
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Predictive Survey



















Although	 a	 predictive	 survey	 is	 a	 successful	 methodology	 to	 get	








































facility	 to	 take	 measurements.	 It	 is	 important	 to	 understand	 where	

















Consider	 the	best	 time	to	complete	 the	survey.	Taking	measure-
ments	in	the	evening	when	the	building	is	empty	may	not	yield	the	


















AP	 placement	 and	 configuration	 provides	 blueprints	 that	










the	 survey	 process.	 This	 step	 verifies	 the	 intended	 design	 is	 appro-

























The	 hospital	 environment	 is	 a	 very	 hostile	 environment	 for	 the	
propagation	of	radio	frequencies.	This	environment	has	unique	physi-
cal	 construction	 properties	 that	 require	 a	 “boots	 on	 the	 ground”	
approach	 to	 ensure	 a	 proper	 design.	Following	 a	well-executed	 site	











ance	of	 these	 three	 items,	any	given	security	control	measure	could	
end	up	either	too	restrictive	or	so	easy	to	use	that	security	is	almost	


















Availability	 allows	 legitimate	 users	 access	 to	 confidential	 informa-
tion	after	 they	have	been	properly	authenticated.	When	availability	



































modern	 wireless	 test	 equipment	 can	 perform	 jamming.	 This	 is	 not	
the	 tool’s	 intended	 purpose	 although	 it	 is	 commonly	 used	 for	 this.	














Malicious	 code	 can	 infect	 and	 corrupt	 network	 devices.	 Malicious	
code	 comes	 in	 many	 forms,	 including	 viruses,	 worms,	 and	 Trojan	
horses.	These	three	main	forms	of	malicious	code	are	often	confused.	
Because	 of	 this,	 many	 people	 use	 these	 terms	 interchangeably.	 In	
this	 section,	we	will	 look	at	each	of	 these	and	 identify	what	classi-



























Social	 engineering	 is	 often	 called	 low-tech	 hacking.	 It	 involves	
someone	 using	 the	 weakness	 of	 humans	 and	 corporate	 policies	 to	
achieve	access	to	resources.	Social	engineering	would	be	best	defined	
as	tricking	or	manipulating	a	person	into	thinking	the	party	on	the	
phone	 is	 allowed	 access	 to	 information,	 which	 they	 are	 not.	 The	
threat	 of	 social	 engineering	 has	 been	 around	 for	 quite	 some	 time.	
Some	of	 the	most	well-known	computer	hackers	used	 this	 type	of	
attack	to	get	information.	The	real	threat	is	the	skill	level	involved.	








Signal	 analysis	 is	 viewing	 or	 recording	 a	 signal,	 or	 eavesdropping.	
There	are	many	valid	reasons	for	an	authorized	party	to	perform	an	






unauthorized	 signal	 analysis	 is	 to	 apply	 a	 common	 confidentiality	
control	such	as	encryption.	The	risk	of	analysis	on	an	RF	signal	is	an	





user	 to	gain	 access	 to	 a	 resource	 that	 is	protected	by	 some	 form	of	
authentication	 or	 authorization.	 When	 spoofing	 occurs	 in	 wireless	





point	or	by	hijacking	a	 session.	Once	 this	 is	 complete,	 the	attacker	
















lack	 the	 ability	 to	 secure	 these	devices	or	 even	understand	 the	 risk	
they	are	posing	to	the	company.
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Many	 companies	 that	 entered	 the	 newly	 formed	 wireless	 security	
market	adapted	and	created	tools	to	detect	rogue	access	points.	Some	
companies	have	handled	rogue	access	points	by	creating	policies	about	
wireless	usage	and	 imposing	 strict	penalties	 for	 rogue	access	place-
ment.	 Others	 have	 taken	 a	 second	 route	 and	 invested	 in	 Wireless	
Intrusion	Detection	Systems	(WIDS)	software.
Wireless Hacking and Hackers
Inherently,	RF	has	many	potential	threats,	such	as	interception,	signal	





















Motives of Wireless Hackers U.S.	laws	and	law	enforcement	have	taught	
us	 that	 a	 crime	 is	 rarely	 committed	without	 a	motive.	Therefore,	 if	
someone	spends	the	time	to	compromise	an	RF	signal	there	always	
is	 a	 motive.	 Some	 of	 these	 motives	 can	 be	 as	 harmless	 as	 wanting	
an	 Internet	 connection	 to	 send	a	 loved	one	an	e-mail	or	 as	 terrible	
as	 committing	 an	 act	 of	 terrorism	 against	 a	 nation	 or	 government.	
To	understand	why	someone	would	try	to	compromise	an	RF	signal	
let	us	look	at	some	of	the	most	well-known	motives,	such	as	to	get	a	





















incorporated	 to	give	other	people	 the	exact	 locations	of	 these	 inse-
cure	networks.	Anyone	can	 simply	go	online	 and	get	 a	map	 to	 the	
exact	location	of	an	insecure	network	identified	by	a	war	driver.	This	























connect	 to	 your	 keychain	 that	 will	 beep	 or	 light	 up	 when	 wireless	





























































ering	 is	 the	 next	 step.	 To	 gather	 information	 an	 attacker	 uses	 the	
biggest	 source	of	data	 ever	put	 together,	 the	 Internet.	Most	people	
are	unaware	of	the	Internet’s	capability	to	provide	information	about	
companies	or	people	themselves.	Have	you	ever	googled	yourself?	Try	
















the	most	 relevant	 information	would	be	 e-mails	 to	message	boards	
about	the	company’s	wireless	network.	The	attacker	may	continue	to	
gather	useful	information	by	using	other	avenues	of	information	gath-
ering,	 such	as	public	 records.	Going	 to	 the	Security	 and	Exchange	










Another	 type	 of	 information-gathering	 technique	 comes	 from	
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the	device	by	 requesting	 and	 examining	 the	 information	 sent	 from	







































Expanding Privileges and Accessibility This	step	is	very	important	in	the	
hacking	process.	When	we	look	at	hacking	from	a	wireless	perspec-
tive	we	need	to	understand	in	order	to	get	to	this	stage,	a	compromise	












































































same	 ideas	 and	 techniques	 apply.	 A	 wireless	 attacker	 would	 try	 to	












































in	 the	 wired	 world.	 Having	 multiple	 wireless	 networks	 does	 mean	
everyone	 is	 still	 sharing	 the	 same	 airspace,	 although	 they	 are	 on	
their	 own	 wired	 subnet.	 This	 is	 often	 used	 to	 accommodate	 guests	
and	allow	for	different	security	levels.	This	can	be	seen	in	a	situation	
where	some	older	devices	do	not	support	the	advanced	security	stan-
dards.	 In	 this	 situation	 two	wireless	VLANs	could	be	created,	one	
with	the	advanced	security	open	to	go	anywhere	in	the	wired	network	
and	 another	 that	 supports	 the	older	weaker	 security	measures.	The	
latter	 would	 also	 have	 some	 other	 wired	 security	 methods	 such	 as	




















Many	 vendors	 have	 default	 SSIDs	 that	 they	 program	 into	 their	
equipment.	 This	 is	 one	 of	 the	 first	 avenues	 that	 a	 hacker	 will	 take	

























Figure 4.2 A wireless sniffer trace.
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The	 end	 device	 sends	 an	 authentication	 response	 frame	 to	 the	
access	point.	This	frame	is	evaluated,	and	once	the	access	point	deter-
mines	it	is	an	authentication	request,	it	will	send	a	challenge	packet	









Open	key	authentication	was	originally	 seen	as	 the	 less	 secure	of	
the	two	authentication	methods.	The	intent	was	to	create	an	open	
network	thus	not	requiring	clients	to	have	knowledge	of	the	WEP	
key.	 As	 security	 became	 an	 increasingly	 visible	 issue,	 many	 ven-
dors	 returned	 to	 the	 drawing	 board.	 Developing	 a	 solution	 that	
improved	security	while	staying	within	the	standard	guidelines	was	
difficult.	These	efforts	led	to	the	idea	of	using	open	authentication	
and	unlike	before	 this	open	authentication	would	 require	 the	use	
of	a	WEP	key	which	was	required	to	connect	to	the	network.	This	











ent	process.	When	 the	wireless	 client	 starts	 to	 talk	 it	 automatically	
encrypts	all	the	data	with	WEP	encryption.	When	the	access	point	
hears	data	being	sent	it	decrypts	the	frames	and	forwards	them.	If	the	
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frames	were	encrypted	with	a	different	key	than	the	access	point,	the	
decryption	portion	fails	and	the	packet	is	dropped.
Wired Equivalent Privacy Standard
The	 wired	 equivalent	 privacy	 (WEP)	 standard	 was	 created	 to	 give	
wireless	 networks	 similar	 safety	 and	 security	 to	 that	 of	 wired	 net-
works.	WEP	is	defined	as	the	optional	cryptographic	confidentiality	












































methods	 of	 encryption	 for	 authentication.	 After	 the	 user	 is	 authen-









denies	 all	 traffic	 except	 EAP	 packets	 from	 accessing	 the	 network.	
Once	the	EAP	protocol	says	it	is	ok	for	the	device	to	access	the	net-
work,	 the	 802.1x	 protocol	 tells	 the	 switch	 or	 access	 point	 to	 allow	




dard.	 Each	 of	 them	 has	 specific	 rules	 and	 functions.	 The	 standard	
was	 written	 to	 incorporate	 a	 large	 variety	 of	 different	 equipment;	
the	names	of	these	functions	remain	somewhat	generic.	The	802.1x	
protocol	 leverages	 two	other	 standards.	From	 the	 supplicant	 to	 the	
authenticator	 the	 standard	 is	 EAP.	 From	 the	 authenticator	 to	 the	





The	 authentication	 server,	 authenticator,	 and	 supplicant	 are	 the	
three	main	elements	of	any	802.1x	exchange	(shown	in	Figure 4.3).	












The	 authenticator	 is	 the	 first	 piece	 of	 network	 electronics	 that	 an	
802.1x	device	will	 attempt	 to	 connect	with.	 In	our	example,	 it	 is	 a	
Figure 4.3 802.1x authentication process.
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wireless	 access	 point,	 although	 it	 can	be	 anything	providing	 access	
into	 the	network.	The	device’s	 role	 is	 to	 let	only	EAP	packets	pass	












ticator.	 This	 authenticator	 only	 allows	 the	 supplicant	 to	 pass	 EAP	
request	traffic	destined	for	the	authentication	server.	This	EAP	traffic	
is	the	user’s	or	device’s	authentication	credentials.	Once	the	authen-
tication	 server	determines	 that	 the	user	or	device	 is	allowed	on	 the	
network	it	will	send	an	access-granting	message.































As	 we	 get	 into	 802.11i,	 we	 will	 see	 that	 some	 changes	 were	 made	
to	 the	 operation	of	 the	EAPOL-Key	 frame	 to	 accommodate	 other	
encryption	cipher	types	outside	of	RC4.
Remote Authentication Dial-In User Service (RADIUS)
RADIUS	 stands	 for	 Remote	 Authentication	 Dial-In	 User	 Service;	












participating	 network	 device	 and	 the	 RADIUS	 server.	 Once	 the	
shared	secret	is	correctly	set	up	secure	communication	can	take	place.
One	 of	 the	 benefits	 of	 RADIUS	 is	 the	 use	 of	 a	 common	 data-
base	of	users	 to	provide	 these	AAA	services	 across	multiple	device	










ees	 are	 discharged.	 Once	 an	 organization	 has	 deployed	 RADIUS,	










cerns.	Another	major	 reason	 for	 this	update	was	 to	 change	 the	UDP	
port	number	of	RADIUS	from	the	original	port	numbers	of	1645	and	
1646	to	1812	and	1813.	The	protocol	was	changed	because	the	UDP	port	
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as	 an	 access	 method	 to	 administer	 the	 access	 point.	 This	 is	 simi-
lar	 to	how	 it	would	be	used	 to	 administer	 routers	 or	 switches.	The	
access	point	and	the	RADIUS	server	would	have	a	shared	secret	and	
that	 would	 be	 used	 to	 set	 up	 an	 encrypted	 channel	 that	 can	 carry	
user	authentication	traffic.	Another	approach	is	 to	use	RADIUS	as	














RADIUS	 has	 only	 four	 types	 of	 packets	 for	 authentication.	
Although	 there	 are	 other	 packet	 types	 for	 accounting,	 we	 are	 only	
going	 to	 focus	on	 the	authentication	packets.	The	four	 types	are	as	
follows:









































Extensible	 Authentication	 Protocol	 (EAP)	 is	 a	 standard	 method	
of	 performing	 authentication	 to	 gain	 access	 to	 a	 network.	 When	
Password	 Authentication	 Protocol	 (PAP)	 first	 came	 out,	 security	
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validation	took	place.	This	meant	for	the	first	time	a	protocol	could	

















the	 802.1x	 standard,	 its	 placement	 inside	 PPP	 was	 evaluated.	 The	
result	of	that	evaluation	is	RFC	3748.	Quoted	below	from	RFC	num-
ber	 3748	 is	 the	 reasoning	 behind	 the	 changes	 that	 were	 needed	 to	
EAP	in	order	to	support	the	802.1x	standard.	“The	IEEE	802	encap-
sulation	of	EAP	does	not	involve	PPP,	and	IEEE	802.1X	does	not	






tocol	weaknesses.	The	ability	 to	use	multiple	authentication	 types	 is	
located	in	the	type	field	on	an	EAP	packet.	The	original	standard	as	
well	as	the	new	RFC	3748	only	listed	three	main	EAP	types:	MD5	
Challenge,	 One	 Time	 Password	 (OTP),	 and	 Generic	 Token	 Card	
(GTC).	Today	 there	are	a	number	of	different	EAP	types,	 some	of	







The	 EAP-MD5	 (Extensible	 Authentication	 Protocol—Message	
Digest	version	5)	is	one	of	the	most	limited	EAP	types	included	in	
the	 EAP	 RFC.	 This	 version	 uses	 a	 message	 digest	 (MD)	 hashing	
algorithm	 to	 validate	 user	 credentials.	 Some	 of	 the	 other	 types	 of	
EAP	methods	 create	 encrypted	 tunnels	 and	 then	 inside	 these	 tun-
nels	 they	 perform	 EAP-MD5	 validation.	 One	 of	 the	 requirements	
of	EAP-MD5	is	a	shared	secret.	This	secret	needs	to	be	shared	out	
of	band	so	 two	parties	 share	 the	 secret.	That	 secret	 is	 then	used	 to	
encrypt	a	challenge	to	verify	that	the	other	party	has	the	same	secret.
EAP-TLS
The	 EAP-TLS	 (Extensible	 Authentication	 Protocol—Transport	
Layer	 Security)	 method	 is	 described	 in	 RFC	 2716.	 It	 was	 created	






















The	 EAP-TTLS	 (Extensible	 Authentication	 Protocol—Tunnel	
Transport	 Layer	 Security)	 is	 an	 IETF	 draft	 document	 created	 by	











Systems’	proprietary	protocol.	Cisco	did	 release	 the	 source	code	 for	
vendors	who	wanted	to	incorporate	LEAP	into	their	wireless	adapt-
ers.	 The	 list	 of	 vendors	 includes	 D-Link,	 Dell,	 SMC,	 3Com,	 and	


















EAP	 type	 that	 does	 not	 require	 client	 certificates	 like	 EAP-TLS.	


























started	 to	push	 the	 IEEE	and	other	 standards	 boards	 to	 ratify	 the	
standard	 so	 they	 could	produce	 secure	products.	With	 the	delay	 in	
the	802.11i	release	date	the	Wi-Fi	Alliance	decided	that	they	would	
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standard.	This	method	works	 through	 the	use	of	 the	802.1x	proto-
col	and	a	backend	authentication	server.	It	 leverages	EAP	for	over-
air	 authentication	 and	 RADIUS	 for	 backend	 authentication.	 This	
method	is	the	most	secure	of	the	two	and	provides	the	lowest	amount	
of	end	client	administration.
The	 next	 available	 option	 is	 to	 use	 preshared	 keys.	 This	 option	
requires	 a	 key	 to	 be	 applied	 to	 the	 devices	 and	 the	 wireless	 access	











One	 of	 the	 reasons	 why	 802.11i	 was	 not	 ratified	 was	 because	 of	
certain	 requirements	 that	 were	 not	 well	 defined	 at	 the	 time.	 With	










































of	 these	 are	 defined	 inside	 their	 own	document	 and	 some	of	 them	
are	officially	created	 inside	 the	802.11i	document.	The	first	portion	
of	 802.11i	 that	 we	 are	 going	 to	 talk	 about	 is	 the	 Robust	 Security	





Another	piece	of	 the	802.11i	 standard	 is	 the	ability	 to	use	EAP.	
It	 was	 determined	 that	 the	 802.11i	 standard	 would	 not	 specify	 an	
authentication	method	or	type;	rather	it	would	allow	a	protocol	that	
















prises	 and	 small	 office	 home	 office	 (SOHO)	 users	 another	 method	
needed	to	be	created.	This	is	where	the	pre	shared	key	method	came	










802.11i	 standard.	The	sections	below	outline	 the	standards	 that	are	
located	inside	the	802.11i	standard.
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Robust Secure Network (RSN)


































in	 all	 RSN	 IE	 transmissions.	 After	 the	 three	 required	 fields	 are	
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present,	all	other	fields	must	have	 the	preceding	field	 inserted	with	






Length: The	section	 identifies	 the	 total	 length	of	 the	RSN	IE	








Group Cipher Suite: This	is	the	cipher	suite	used	to	protect	broad-
cast	and	multicast	traffic.	It	holds	up	to	four	octets	of	infor-
mation	 about	 the	 total	 group	 cipher	 suites	 used.	 This	 field	
holds	up	to	two	octets	of	information	about	the	multicast	and	
two	octets	for	broadcast	cipher	suites	used.
Pairwise Cipher Suite Count: This	field	lists	the	number	of	selected	
pairwise	cipher	suites.	This	field	is	only	two	octets	long.
Pairwise Cipher Suite List: This	 field	 contains	 all	 the	 ciphers	
that	were	selected	for	the	pairwise	key.	Each	of	the	cipher	
suites	 are	 accounted	 for	 in	 the	pairwise	 cipher	 suite	 count	
field.	Each	one	has	 a	 corresponding	 type	 inside	 this	field.	
Each	one	of	the	used	cipher	suites	is	four	octets	long.	Of	the	
four	octets,	 three	 are	used	 for	 the	organizationally	unique	
identifier	(OUI)	field	and	a	single	octet	is	left	to	identify	the	
cipher	suite.
AKM Suite Count: The	 authentication	 and	 key	 management	






AKM Suite List: The	authentication	and	key	management	suite	
list	is	used	to	specify	what	key	management	options	are	avail-
able.	 Depending	 on	 the	 AKM	 count	 suite	 field,	 this	 field	










PMKID Count: The	pairwise	master	 key	 identifier	 count	field	





















RSN	cipher	 suite	 frame	 section,	we	have	 six	 specified	cipher	 suites	
and	a	number	of	reserved	and	vendor-specific	cipher	suites	that	can	


















of	 the	weaker	 authentication	 and	 encryption	 types	were	not	 set	 up	
in	RSN	they	were	taken	out	and	considered	TSN.	This	makes	RSN	




Temporal Key Integrity Protocol




TKIP	was	 included	 in	 the	802.11i	 standard	 for	backwards	com-






















calling	 theirs	Cisco	Key	Integrity	Protocol	 (CKIP).	 In	Cisco	prod-





is	made	up	of	a	128-bit	value	 that	 is	 similar	 to	 the	base	WEP	key	
value.	The	TKIP	sequence	counter	(TSC)	is	made	up	of	the	source	
address	(SA),	destination	address	(DA),	priority,	and	the	payload	or	
data.	Once	 this	phase	 is	 completed	a	value	called	 the	TKIP-mixed	
transmit	address	and	key	(TTAK)	is	created.	This	value	is	used	as	a	
session-based	WEP	key	in	phase	two.
In	phase	 two,	 the	TTAK	and	 the	 IV	are	used	 to	produce	 a	key	
that	encrypts	the	data.	This	is	similar	to	how	WEP	is	processed;	the	
first	24	bits	of	the	IV	are	used	in	the	WEP	and	are	sent	in	the	packet	
header.	 TKIP	 extended	 the	 IV	 space	 allowing	 for	 an	 extended	 IV	










protocol	on	pre-RSNA	Hardware.	This	 is	 said	because	RC4	 is	 still	





defined	 it	 as	 a	 single	 standard.	 Once	 this	 was	 done,	 MIC	 became	
known	as	Michael	although	the	name	MIC	remained	in	use.	Today	





goal	 of	 protecting	 data	 traffic	 content	 from	 casual	 eavesdroppers.	
Among	the	most	significant	WEP	flaws	is	the	lack	of	a	mechanism	to	
defeat	message	forgeries	and	other	active	attacks.	To	defend	against	

























two	 MIC	 failures	 occur	 in	 sixty	 seconds.	 In	 this	 event,	 the	 access	
point	would	shut	down	for	sixty	seconds.	When	it	came	back	up	it	
would	require	 that	all	clients	 trying	to	reconnect	change	their	keys	
and	 undergo	 a	 re-keying.	 Some	 vendors	 allow	 you	 to	 define	 these	
thresholds,	although	the	TKIP	MIC	standard	calls	out	these	values.
To	 prevent	 noise	 from	 triggering	 a	 TKIP	 countermeasure	 pro-










CCMP,	which	 is	 based	on	CBC-Message	Authentication	Code.	 It	
was	 chosen	 for	data	 integrity	 and	 authentication	with	 the	Message	
Authentication	 Code	 (MAC)	 providing	 the	 same	 functionality	 as	
Message	Integrity	Check	(MIC)	used	for	TKIP.	Before	we	can	get	
into	CCMP,	we	need	to	look	at	AES	and	some	of	its	modes.	The	first	
term	 is	CTR;	 this	 is	AES	 in	counter	mode.	This	mode	 is	used	 for	






















and	a	negotiation	 is	 reached	the	EAP	process	 starts.	This	can	start	









40,	WEP-104,	TKIP,	 and	CCMP	cipher	 suites.	From	 the	802.1	 x	
section,	we	saw	that	the	EAPOL-Key	frame	only	supported	WEP-
40	and	WEP-104	keys.	The	802.11i	standard	modified	this	and	added	







In	an	802.1x	802.11i	 setup,	 the	PMK	comes	 from	 the	authenti-






is	used	to	provide	confidentially.	The	last	key	 is	 the	PTK,	which	 is	













































the	 Wi-Fi	 Alliance	 made	 this	 version	 of	 WPA	 an	 interoperability	
mark	similar	to	Wi-Fi.	This	mark	ensures	that	any	product	carrying	it	
has	an	interoperable	802.11i	standard.
Rogue Access Points Detection
Detecting	rogue	access	points	has	become	almost	an	industry	of	 its	
own.	There	are	a	number	of	products	that	perform	rogue	detection,	




































Wireless	 networks	 pose	 a	 threat	 to	 all	 who	 use	 them.	 Wireless	
networks	 lack	 the	 safety	 of	 having	 your	 communications	 securely	














































































and	password.	Once	 the	 authentication	 takes	place,	 the	 sniffer	will	
see	the	clear	text	authentication	and	record	the	username	and	pass-






















have	 flaws	 that	 are	 identified	 and	 then	 exploited.	 This	 section	 will	
identify	some	of	the	widely	used	cracking	tools	for	wireless	networks.








Wireless Security Policy Areas
A	 wireless	 security	 policy	 should	 encompass	 all	 wireless	 technolo-
gies	inside	an	organization.	With	the	lines	rapidly	blurring	between	
phones,	 laptops,	 and	 PDA	 devices	 a	 policy	 covering	 all	 wireless	
communications	 will	 help	 prolong	 its	 lifecycle	 and	 adapt	 to	 newer	







Policies	 are	 hard	 to	 write	 for	 companies	 who	 already	 have	 in-
depth	policies.	In	this	environment,	many	of	the	basic	policy	points	
















Each	company	will	need	 to	make	 their	own	decisions	 about	where	
and	how	to	address	each	area	of	the	wireless	security	policy.
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The	first	step	in	policy	development	should	always	be	a	risk	assess-
ment.	Once	the	risk	assessment	is	complete	and	upper	management	











are	 used	 and	 what	 has	 been	 done	 to	 create	 strong	 passwords.	 This	
information	will	be	used	to	help	to	adopt	a	happy	medium	between	
strong	 passwords	 and	 feasibility	 of	 ensuring	 that	 clients	 remember	
these	passwords.	This	means	creating	strong	passwords	that	are	not	so	
complex	that	they	are	written	down.

















Using	 more	 than	 one	 factor	 reduces	 your	 risk	 dramatically.	 When	
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deciding	 about	 adding	 additional	 factors	 to	 your	 password	 policy,	
remember	to	take	into	account	that	passwords	are	the	least	expensive	






to	 address	password	 complexity.	This	 complexity	 is	 an	 equalization	
technique	used	to	find	the	strongest	passwords	without	causing	exces-
sive	 password	 recovery	 issues.	Using	 a	 complexity	 requirement	 will	
ensure	that	passwords	are	created	strong	from	day	one.
A	 complexity	 requirement	 involves	 the	 use	 of	 letters,	 numbers,	
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One	note	about	this	type	of	password	is	most	password	attacking	
tools	perform	a	check	of	closely	grouped	keys	to	find	passwords	like	

























Rogue Access Point Policy
Rogue	access	points	can	be	placed	by	hackers	or	employees.	In	either	
case	 there	needs	 to	be	 a	 clear	 explanation	of	 the	 consequences	 and	
actions	team	members	must	take	if	a	rogue	access	point	is	identified.	
This	could	be	as	simple	as	to	locate	and	remove	any	rogue	access	points	





Public	 or	 guest	 access	 is	 somewhat	 new	 to	 most	 security	 policies.	
Today	hotspots	or	guest	wireless	networks	are	everywhere	and	most	






















own	device	 (BYOD).	For	 company	users	 they	 could	use	 a	VPN	 to	
connect	to	the	company	resources.	This	would	be	the	same	case	if	they	
were	 using	 another	 hotspot	 down	 the	 road.	 This	 approach	 ensures	
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reduced	by	performing	a	risk	assessment	and	developing	a	guest	access	
policy	well	before	the	technical	matters	are	defined.
Remote WLAN Access Policy
In	this	section	we	are	going	to	address	the	issue	of	using	hotspots	to	


















are	 going	 to	 address	 the	data	 separately	 since	 there	 are	many	ways	
















with	 the	 wireless	 network	 itself.	 How	 many	 times	 have	 you	 seen	
a	 wireless	 network?	 The	 next	 time	 you	 are	 in	 any	 retail	 store	 look	










directly	 relate	 to	 wireless	 physical	 security	 and	 how	 certain	 policy	
steps	can	mitigate	or	prevent	them	altogether.
The	 first	 risk	 comes	 from	 stealing	 the	 access	 point	 themselves.	











attention	 than	an	access	point	with	 its	flashing	 lights	attached	 to	a	
wall	within	reach.
The	next	portion	of	the	policy	relates	to	wireless	end	devices.	As	
stated	 above	 these	devices	 are	 easily	 stolen	or	 lost.	To	help	prevent	
this	some	steps	need	to	be	taken.	For	example,	do	not	allow	company	
assets	to	be	left	unattended.	One	step	that	can	be	taken	to	mitigate	
this	 risk	would	be	 to	use	 software	 that	 can	 send	 cellular	 signals	 to	
these	devices.	These	signals	can	erase	the	device	and	lock	it	from	use.	
This	 technology	 is	very	helpful	 if	a	wireless	device	 is	 stolen	or	 lost.	
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Education	 is	 the	 key	 to	 preventing	 this	 from	 happening.	 If	 proper	
steps	 and	 technology	are	used,	 correctly	 safeguarding	 these	devices	
will	lower	the	risk	of	having	them	lost	or	stolen.
Wireless Monitoring and Security Incident Response
In	environments	like	hospitals	there	are	compliance	regulations	that	
































The	 main	 part	 of	 HIPAA	 that	 we	 need	 to	 be	 concerned	 about	
relates	 to	 the	 HIPAA	 Security	 Rule.	 The	 Security	 Rule	 is	 located	
at	45	CFR	Part	160	and	Subparts	A	and	C	of	Part	164.	This	 rule	
sets	standards	to	protect	individuals’	electronic	personal	health	infor-









ical	 safeguards	 as	 “physical	 measures,	 policies,	 and	 procedures	 to	
protect	a	covered	entity’s	electronic	information	systems	and	related	
buildings	and	equipment,	from	natural	and	environmental	hazards,	







that	 sets	 computer	 security	 standards	 for	 the	 federal	 government	
and	publishes	reports	on	topics	related	to	IT	security.	Some	of	these	
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items	 relate	 to	 technology	we	need	 to	 take	 a	more	detailed	 look	 at	
how	 the	 HIPAA	 Security	 Rule	 relates	 to	 wireless	 local	 area	 net-











Rule.	The	first	 subsection	we	will	 explore	 is	 also	 the	most	 relevant	
as	 it	 addresses	 technical	 safeguards.	 HIPAA	 defines	 Security	 Rule	
Technical	Safeguards	in	§	164.304	as	“the	technology	and	the	policy	
and	 procedures	 for	 its	 use	 that	 protect	 electronic	 protected	 health	
information	 and	 control	 access	 to	 it.”	We	will	 explore	 each	 area	 of	









health	 information	 to	 allow	 access	 only	 to	 those	 persons	 or	 soft-
ware	 programs	 that	 have	 been	 granted	 access	 rights	 as	 specified	 in	
§ 164.308(a)(4)[Information	Access	Management].”
The	access	control	safeguard	is	further	refined	into	four	areas,	the	






end	authentication	 system	 that	 is	 an	organization	directory	 such	as	
Microsoft	 Active	 Directory	 (AD),	 Lightweight	 Directory	 Access	
Protocol	(LDAP),	or	a	number	of	other	directory	systems.	This	entire	
item	could	be	 classified	out	of	 scope	 from	 the	wireless	 side	 if	 such	
access	 controls	 are	 addressed	 on	 the	 systems	 that	 house	 the	 PHI-
related	information.	Why	it	is	included	is	because	many	wireless	net-





















information	 technology	 departments’	 and	 legal	 departments’	 view-
points.	The	reasoning	for	this	gray	area	is	the	reasonable	and	appro-








tected	 and	 encrypted	 by	 a	 number	 of	 encryption	 methods	 outside	
the	wireless	network.	While	that	might	address	this	single	HIPAA	
requirement,	 having	 an	 unencrypted	 wireless	 network	 is	 a	 major	
problem	no	matter	what	type	of	data	is	being	transferred	over	it.	In	
recent	 years	 the	 type	of	 encryption	has	 even	came	 into	 account	 as	
many	other	regulations	outside	HIPAA,	such	as	those	for	the	pay-
ment	 card	 industry	 (PCI),	 have	 discounted	 various	 types	 of	 wire-
less	encryption	methods	as	violations	of	 that	standard.	WEP	is	an	
example	 of	 this—although	 WEP	 provides	 encryption	 it	 is	 widely	




The	 next	 area	 of	 the	 technical	 safeguard	 is	 §	 164.312(b)	 Audit	
Controls.	The	official	definition	 is:	 “implement	hardware,	 software,	
and/or	 procedural	 mechanisms	 that	 record	 and	 examine	 activity	 in	




























is:	 “Implement	electronic	mechanisms	 to	corroborate	 that	electronic	
protected	health	information	has	not	been	altered	or	destroyed	in	an	
unauthorized	manner.”	How	this	is	assessed	is	based	off	the	risk	analy-
sis	 that	 should	have	been	performed.	This	 section	 is	 a	 validation	of	
technical	integrity	controls	such	as	checksums	and	digital	signatures.










The	official	definition	 is:	 “Implement	 technical	 security	measures	 to	
guard	against	unauthorized	access	to	electronic	protected	health	infor-
mation	that	 is	being	transmitted	over	an	electronic	communications	
network.”	 Almost	 all	 of	 the	 wireless	 security	 methods	 address	 this	





Part	 of	 the	 transmission	 security	 section	 also	 covers	 Integrity	




modified	 while	 in	 transit.	 When	 evaluating	 this	 some	 thoughts	 to	
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consider	are	if	there	is	ability	to	modify	PHI	while	in	transit	and	what	
integrity	controls	exists	today	to	prevent	such	action.










with	 this	 item	 is	 the	guest	network	or	 any	 type	of	bring	your	own	



















they	 use	 it?	 The	 common	 technology	 department	 answers	 resulted.	
The	 most	 common	 of	 these	 were	 that	 for	 security	 reasons	 we	 can-
not	 intermix	 protected	 and	 unprotected	 devices	 or	 that	 there	 were	
no	documented	policies	or	standards	on	the	matter	of	allowing	non-

























trusted	 third	parties	 is	how	 the	network	 allows	 access	 and	 if	 some	
guests	will	be	required	to	pay	for	their	access	or	not.	In	this	chapter	we	
explore	a	few	methods	that	have	been	used	to	address	these	problems.


































sel	advise	against	collecting	 information	as	 it	 introduces	 the	risk	of	



















is	normally	 traceable	back	 to	 a	person	 should	 a	 legal	matter	 result.	
While	this	might	sound	like	the	best	approach	thus	far,	the	problem	
mounts	when	you	attempt	to	allow	any	guest	a	connection	with	this	









































No Registration Splash Page A	no	registration	splash	page	requires	the	
least	 intervention	 from	the	guest	user.	This	 type	of	page	can	 range	
from	a	simple	text	only	“Welcome”	page	with	a	timeout	to	a	page	with	

















help	 prevent	 unintentional	 data	 use.	 Most	 mobile	 devices	 have	 the	
ability	 to	 automatically	 connect	 to	 any	 nearby	 Wi-Fi	 network	 and	
begin	using	it	for	background	data	transfers.	In	addition,	most	devices	
prefer	 the	Wi-Fi	network	over	 the	3G/4G	connection	and	will	use	
this	first.	As	a	 result,	 a	guest	network	without	 a	 splash	page	 could	
result	 in	a	substantial	amount	of	bandwidth	performing	things	 like	
App	downloads	and	updates	to	things	like	the	weather	forecast	and	












finite	 resource	 while	 maintaining	 ease	 of	 use.	 Self-registration	 can	
come	 in	many	 forms.	A	simple	 self-registration	page	may	 require	a	






































Sponsored Registration Sponsored	 registration	 is	 similar	 to	 self-
registration;	 however,	 the	 guest	 identifies	 an	 employee’s	 e-mail	





















in	 their	 new	 tablet	 or	 smart	 phone	 they	 received	 for	 Christmas	 or	
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Supporting Infrastructure
Regardless	of	 the	solution	you	choose	 for	providing	guest	access,	 it	
is	 very	 likely	 you	 will	 minimally	 need	 DHCP	 and	 DNS	 services.	
Additionally,	you	may	need	RADIUS	and	Web	hosting	services	for	














is	 implementing	 a	 CIR	 or	 Committed	 Information	 Rate.	 This	 is	 a	
fancy	way	of	saying	you	are	giving	guests	a	slower	connection	speed.	
The	CIR	serves	as	a	speed	bump	for	the	guest	users.	A	CIR	of	512	K	
would	be	a	moderately	 conservative	policy	 to	 implement.	However,	
this	would	permit	a	reasonable	experience	for	web	browsing	and	mes-




























































massive	 feat	 is	another	story.	After	all,	healthcare	 is	a	government-
regulated	 industry.	 So,	 how	 on	 earth	 does	 one	 provide	 choice	 and	
personal	 preference	 in	 the	 way	 that	 data	 is	 consumed	 while	 at	 the	






























tions	 that	have	worked	 in	 the	past	or	on	other	devices	but	will	not	
work	for	current	and	future	devices.	For	example,	consider	a	health	
system	 that	 implemented	 a	 WLAN	 with	 WPA2	 encryption	 and	
Protected	 EAP	 (PEAP)	 for	 authentication.	 This	 was	 a	 great	 solu-











































MDM.	 It	 also	 may	 make	 sense	 to	 charge	 for	 devices	 that	 are	 not	









































SNMP	polling	 and	 trap	 collection	will	mostly	 involve	 the	wire-
less	LAN	 infrastructure.	SNMP	 is	 one	of	 the	most	basic	methods	
of	 collecting	 data	 about	 the	 infrastructure	 and	 clients.	 It	 is	 impor-




the	MIB	 for	 the	WLAN	has	as	many	variables	 as	possible	will	be	
helpful.	 Network	 access	 control	 can	 use	 this	 information	 to	 make	
decisions	about	how	to	route	a	client’s	data.	One	specific	method	of	
routing	this	traffic	is	through	the	use	of	dynamic	VLAN’s.	Dynamic	
VLAN	 assignment	 may	 apply	 more	 to	 wired	 access	 than	 wireless	
access	but	some	vendors	implement	this	functionality	into	their	access	
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such	 as	 servers.	 Kerberos	 was	 developed	 at	 MIT	 under	 Project	
Athena.	Companies	such	as	Microsoft	have	integrated	Kerberos	into	

























WLAN	 origins	 had	 a	 one-to-one	 correlation	 of	 users	 to	 devices.	
That	correlation	has	changed	to	a	one-to-many	correlation.	Password	
changes	often	require	the	synchronization	of	cached	passwords	and	

















something	 you	 are,	 or	 something	 you	 have.	 Something	 you	 know	
is	 often	 a	 password,	 something	 you	 are	 can	 be	 a	 biometric	 sensor,	
and	something	you	have	is	often	a	certificate.	The	password	lifecycle	
usually	begins	with	 an	 initial	 password	 after	 an	 account	 is	 created.	
























ity,	 including	devices	 supporting	voice	 and	video,	but	 the	area	 that	













sold	 in	 the	U.S.	market.	Thankfully	 this	process	 is	not	as	 stringent	
as	 the	 processes	 that	 are	 used	 to	 introduce	 a	 new	 drug	 to	 market.	
Medical	devices	are	classified	into	one	of	three	classes	as	follows.
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Class I:	 Devices	 that	 are	 not	 intended	 to	 sustain	 life	 do	 not	
require	undergoing	the	510(k)	process	or	clearance	but	need-
ing	 to	 follow	general	 controls.	Tongue	depressors	 and	 latex	
gloves	are	examples	of	Class	I	devices.
Class II: Devices	 that	 need	 to	 meet	 minimal	 performance	
requirements	 and	need	 to	be	 cleared	 for	 safety	 and	 efficacy	
using	the	510(k)	process.	IV	Pumps	are	a	Class	II	device.
Class III:	This	class	of	devices	is	necessary	to	sustain	life,	and	






























standards,	 security,	 or	bandwidth	 availability.	By	 the	 time	 a	device	
makes	 it	 to	 the	market,	 the	 integrated	Wi-Fi	 capabilities	 are	 often	
outdated.	The	device	can	have	a	lifecycle	spanning	upwards	of	5	years,	
or	 longer	 in	 some	 instances.	 It	 is	 crucial	 for	 these	 types	of	medical	






We	 only	 touch	 the	 tip	 of	 the	 iceberg	 when	 discussing	 medical	





In	 June	 of	 2013	 the	 FDA	 released	 a	 draft	 guidance	 pertaining	
to	 the	 cybersecurity	 of	 medical	 devices.	 The	 target	 audiences	 were	
primarily	medical	device	manufacturers,	and	the	document	entitled	
“Content	of	premarket	submissions	for	management	of	cybersecurity	
in	medical	devices”	 calls	 attention	 to	 intentional	 threats	 to	medical	


























The	 AAMI	 has	 always	 been	 a	 fundamental	 player	 in	 medical	
device	innovation	and	design.	The	organization	has	been	developing	











By	 leveraging	 Wi-Fi,	 medical	 device	 manufacturers	 have	 ven-
tured	 into	 a	 shared	medium	 that	 is	 outside	of	 their	 control.	When	
one	 also	 considers	 that	 many	 medical	 devices	 leverage	 fairly	 wide-
spread	 core	 operating	 systems,	 like	 Windows,	 the	 number	 of	 vari-
ables	that	can	cause	data	transmission	issues	grows.	AAMI	released	
the	IEC	800001-1	series	of	standards	between	2008	and	2012.	These	
are	 intended	 to	apply	appropriate	 risk	management	 to	 IT	networks	








the	Advancement	 of	Medical	 Information)	 IEC	80001-1	 it	 defines	
responsibilities	 for	 parties	 such	 as	 medical	 device	 manufacturers,	
149Mobile MediCal deviCes
non-medical	 device	 manufacturers,	 the	 responsible	 organization,	
IT-network	integrator,	and	potentially	others,	engaged	in	installing,	
using,	 configuring,	maintaining	 and	decommissioning	 IT-networks	
incorporating	medical	devices.”	There	are	four	key	areas	that	the	stan-
dard	highlights:















nization	 continues	 to	 provide	 best	 practices	 for	 managing	 wireless	
medical	 devices	 in	 their	 publication	 Biomedical Instrumentation and 
Technology.	In	addition,	the	AAMI	established	the	Wireless	Strategy	
Task	Force	(WSTF)	in	2013.	The	group,	comprised	of	manufactur-












(NIST),	 the	 Healthcare	 Information	 and	 Management	 Systems	
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as	 GE,	 Medtronic,	 Philips,	 Baxter,	 and	 CareFusion,	 are	 designing	






managing	 patient	 medical	 records,	 demand	 on	 wireless	 technology	





their	 own	 budgets	 and	 purchasing	 power.	 As	 ubiquitous	 Wi-Fi	 is	
becoming	a	reality,	it	is	increasingly	challenging	to	manage	existing	





a	 challenge	 requiring	 a	 close	working	 relationship	between	 clinical	
engineering	and	IT.
When	it	comes	to	patient	data,	securing	medical	devices	and	their	
data	 is	vital	 to	providing	safe	and	effective	healthcare.	As	Wi-Fi	 is	
growing	 the	 risks	 associated	 with	 the	 technology	 are	 inherent	 and	
are	 becoming	 more	 lucrative	 for	hackers	 to	 try	 and	 take	 advantage	
of.	Some	of	these	risks	are	associated	with	security,	availability,	qual-
ity	of	service	(QoS),	and	privacy.	As	the	healthcare	industry	contin-
ues	 to	expand	and	enter	 the	ever-growing	wireless	 space,	 including	





























medical	 device	 authentication	 and	 encryption	 is	 using	 802.1x	 with	
EAP	 TLS	 and	 AES	 encryption.	 This	 enforces	 mutual	 authentica-














head	 traffic.	 IT	 and	 clinical	 engineering	 staff	 need	 to	 con-
solidate	a	detailed	inventory	of	all	wireless	medical	devices	in	
the	hospital.	This	should	include	the	make	and	model	of	the	
device,	 network	 connectivity	 requirement,	 device	 classifica-
tion,	supported	spectrum,	and	high	bandwidth	requirements.	
This	 process	 will	 provide	 more	 insight	 into	 which	 wireless	
medical	devices	are	capable	of	handling	and	supporting	cer-
tain	authentication	and	encryption	methods.
•	 Phase 2:	The	purpose	of	 the	medical	device	policies	on	the	




operation	 cannot	 be	 modified	 by	 the	 end	 user.	 For	 many	
years,	 device	 manufacturers	 have	 been	 responsible	 for	 the	
installation,	 service,	 and	 support	of	 their	devices,	 including	
the	network.	This	has	resulted	 in	several	small	 independent	





•	 Phase 3:	 Continuously	 refresh	 medical	 devices	 that	 do	 not	
support	WPA2	EAP	TLS.	This	should	eventually	result	 in	
one	SSID	using	EAP	TLS.





icy	 for	 medical	 devices	 that	 is	 interdepartmental	 and	 ties	
into	 IT	 governance,	 security,	 and	 procurement.	 Part	 of	 the	
policy	 needs	 to	 be	 ongoing	 device	 certification	 as	 a	 part	 of	
onboarding.
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•	 What	 does	 the	 device	 need	 access	 to	 on	 the	 corporate	
network?	Can	you	list	all	appliances	and	necessary	TCP/
UDP	ports?
•	 Does	 the	 device	 transmit	 ePHI	 (electronic	 protected	
health	information)?
•	 What	 is	 the	 network	 bandwidth	 requirement	 for	 the	
device?
•	 Can	 the	 maximum	 transmission	 unit	 (MTU)	 size	 be	
manually	modified	on	the	device	if	needed?






























In	 the	 next	 section	 the	 use	 cases	 with	 various	 types	 of	 medical	






be	 used	 to	 provide	 on-demand	 x-rays	 at	 the	 bedside.	 This	 is	 a	 sig-
nificant	workflow	improvement	over	the	older	dedicated	room	with	




and	 they	 are	fitted	with	 a	 lead	apron,	motorized	wheels,	 and	often	
have	an	Ethernet	connection	as	a	backup	way	to	upload	x-ray	films	
(Figure 6.1).
From	 a	 network	 traffic	 perspective,	 this	 type	 of	 device	 can	 be	
demanding	on	the	wireless	network	due	to	the	size	of	the	files	that	
need	to	be	transmitted.	These	can	be	several	megabytes	large.









and	 its	 orientation	 relative	 to	 nearby	 access	 points	 signifi-
cantly	impacts	its	receiver	sensitivity.	The	card	has	a	stron-
ger	signal	when	the	LCD	screen	is	facing	the	nearest	access	
point.	 The	 device	 does	 not	 support	 AES	 encryption	 but	
rather	reverts	to	TKIP.






from	 the	 access	 point	 it	 is	 associated	 to	 becomes	 unusable,	
which	tends	to	make	the	roaming	process	choppy.
	 4.	The	 device	 does	 not	 have	 a	 wireless	 survey	 mechanism	 to	
assist	 IT	professionals	 in	determining	 the	RSSI	values	 that	
the	device	is	detecting.
Medication Dispensing Systems
Medication	 dispensing	 units	 are	 generally	 used	 to	 securely	 store	 and	
































The	 invention	 of	 the	 wearable	 intravenous	 (IV)	 infusion	 pump	 by	
Dean	Kamen	 in	 the	1970s	was	 a	major	 catalyst	 for	medical	 device	






form	factor	and	modular	design	make	 these	 ideal	 for	mobility.	The	
Wi-Fi	 capability	 built	 into	 these	 types	 of	 devices	 ranges	 based	 on	
how	well	the	unit	was	designed	to	be	mobile.	Some	IV	pumps	that	
were	released	in	the	early	2000s	are	unable	to	support	WPA2	(AES	























































Figure 6.3 ECG cart.
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requirements	 were	 for	 a	 reserved	DHCP	 IP	 address,	 or	 a	 static	 IP	
address	per	device.	It	was	also	brought	to	our	attention	that	the	device	
does	not	support	AES	encryption,	but	rather	supports	TKIP.
The	 lack	 of	 support	 for	 AES	 can	 be	 addressed	 with	 a	 firmware	
upgrade,	but	 the	 requirement	 that	 stood	out	was	 the	 IP	addressing	
requirement.	 Any	 engineer	 who	 has	 worked	 in	 a	 large-scale	 envi-
ronment	 understands	 that	 different	 intermediate	distribution	 frame	
(IDF)	closets	on	different	floors	of	a	facility	can	sometimes	require	

















ers.	All	 of	 these	units	 rely	 on	 introducing	high-frequency	 acoustic	
energy,	 and	 analyzing	 the	 return	 signals	 to	 generate	 images.	 They	
generally	 rely	on	dedicated	 transducers	 to	analyze	and	digitize	 the	
return	signals.	The	higher	resolution	units	are	generally	not	battery	
friendly,	 hence	 the	 onboard	 battery	 units.	 Portable	 units	 sacrifice	
performance	 for	 a	 longer	 battery	 life.	From	a	mobility	 standpoint,	
both	types	can	be	integrated	onto	Wi-Fi	networks.	The	size	of	the	
images	 and	 videos	 captured	 can	 range	 from	 several	 megabytes	 for	
high-resolution	 images	 to	 a	 dozen	 or	 more	 megabytes	 for	 videos.	
Historically	these	units	have	featured	removable	memory	media	for	
storing	images,	which	can	be	used	to	transfer	images.	With	growing	









Figure 6.4 Mobile ultrasound machine.
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A	 variety	 of	 handheld	 ultrasound	 devices	 have	 been	 introduced	
since	2010.	These	will	be	discussed	in	more	depth	later	in	the	chapter,	
but	many	hospitals	are	starting	to	rely	on	these	in	place	of	the	tradi-
tional	 stethoscope.	A	growing	number	of	physicians	 are	 relying	on	
these	devices	at	the	bedside	to	augment	the	ability	of	the	traditional	
stethoscope.	 They	 have	 proven	 to	 be	 more	 effective	 for	 diagnosing	






all	 perform	 the	 function	 of	 measuring	 base	 status,	 ventilation,	 and	









same	device	 for	patient	 entertainment	 as	 they	undergo	 a	procedure	
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ating	 system	 like	 Windows	 XP,	 or	 Windows	 7	 with	 an	 integrated	






With	 the	 growing	 focus	 on	 the	 empowered	 patient,	 many	 of	 the	
devices	covered	in	this	chapter	are	becoming	increasingly	mobile.	Dr.	
Erik	Topol,	a	pioneer	 in	 this	 space,	demonstrated	the	power	of	 the	
technology	 during	 a	 keynote	 address	 at	 the	 HIMSS	 conference	 in	
2013	in	New	Orleans.	Ironically,	he	put	the	AliveCor	Heart	Monitor,	
one	of	his	showpieces,	to	use	on	a	fellow	passenger	in	distress	shortly	
after	 his	 talk.	 When	 we	 combine	 the	 capabilities	 of	 some	 of	 these	
devices	to	help	patients	become	more	aware	of	their	health	with	the	
growing	trend	of	patients	being	able	to	review	their	medical	records	
via	cloud-enabled	portals,	 it	becomes	clear	where	 the	 technology	 is	
Figure 6.6 Hemodialysis machine.
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headed.	The	challenge	for	medical	device	manufacturers	is	to	lever-
age	authentication	and	accounting	as	well	as	provide	a	secure	means	
of	 transferring	 this	 type	 of	 data	 to	 physicians.	 This	 trend	 has	 the	
potential	to	change	patient	care	as	we	know	it.	Interestingly	enough,	
a	 recent	 survey	 by	 Harris	 Interactive	 revealed	 that	 doctors	 are	 not	
supportive	 of	 full	 transparency.	 A	 survey	 of	 3,700	 doctors	 in	 eight	
countries	 showed	 that	 only	 31	 percent	 believe	 that	 patients	 should	

















mHealth	applications	will	play	 a	major	 role	 in	 allowing	patients	 to	
assist	in	regulating	their	own	health	by	becoming	increasingly	aware	
of	their	health.
The	 challenge	 to	 IT	 as	 portable	 mobile	 medical	 devices	 become	














similarly	 aims	 to	 reduce	 mobile	 phone	 costs.	 This	 is	 no	 surprise	 as	
the	entire	world	seems	to	be	drawn	to	mobile	communications.	Some	
companies	and	organizations	have	foregone	installing	traditional	desk	
phones	 and	 solely	 utilize	 cellular	 communications.	 Designing	 and	
implementing	a	VoIP	network	that	is	reliable	and	scalable	is	very	diffi-
cult	and	the	challenges	are	multiplied	when	the	transmission	medium	






tant,	 Mr.	 Watson	 on	 that	 epic	 day	 the	 telephone	 came	 to	 fruition,	
we	have	been	improving	communications	technology.	The	evolution	
of	the	technology	and	the	increasing	use	cases	seem	to	have	no	end.	
That	 said	 there	 are	 alternatives	 to	VoWi-Fi.	An	older	 solution	 that	
is	 still	 commercially	available	uses	 the	ISM	900-MHz	band	of	 the	
spectrum.	Another	alternative	 is	something	called	digital	enhanced	
cordless	 communications	 (DECT).	 This	 is	 a	 technology	 that	 is	
built	 for	 in-building	voice	communications.	It	has	been	much	more	
widely	 adopted	 in	 Europe	 than	 in	 the	 United	 States.	 This	 solution	
may	sound	familiar	as	many	people	have	cordless	home	phones	that	
use	it.	Commercially,	it	is	branded	DECT	6.0	which	causes	some	to	
think	 this	 uses	 6.0-GHZ	 communications,	 but	 it	 actually	 uses	 the	















for	 example.	 If	 this	 transmits	 at	 a	data	 rate	of	300	Mbps	 and	uses	
40	 MHz	 of	 spectrum,	 the	 spectral	 efficiency	 is	 7.5	 bits	 per	 second	
per	 hertz.	 This	 is	 the	 limitation	 of	 lower	 frequencies.	 There	 is	 less	
spectrum	available	and	it	is	incredibly	valuable	due	to	its	attenuation	
properties.	 Low-frequency	 communications	 are	 expensive	 to	 use	 in	
higher	throughput	applications	like	video.	This	is	why	VoWi-Fi	mat-
ters.	No	other	spectrum	is	capable	of	providing	both	voice	and	high	





The Challenges of VoWi-Fi
There	 are	 three	 main	 categories	 that	 the	 challenges	 with	 design-
ing,	 managing,	 and	 troubleshooting	 VoWi-Fi	 can	 fall	 into:	 radio	
frequency	 physics,	 quality	 of	 service,	 and	 scalability.	 Wi-Fi	 uses	 a	
technology	called	spread	spectrum.	With	spread	spectrum	the	entire	














the	 potential	 for	 interference	 increases.	 In	 order	 to	 avoid	 low	 data	




























same	data	 rate.	 If	 an	ACK	 is	 again	not	 received	 then	 the	data	 rate	
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marily	due	 to	 the	additional	 spectrum	 that	 is	 available.	Wi-Fi	net-
works	have	up	to	255	MHz	of	spectrum	available	for	use.	An	802.11a	
channel	has	a	20-MHz	bandwidth,	which	provides	24	nonoverlap-














36 40 44 48 52 56 60 64
UNII-2 Ext
100 104 108 112 116 120 124 128 132 136
UNII-3 ISM
149 153 157 161 165
Figure 7.1 The UNII table.
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will	 likely	 use	 two	primary	 tools:	 beacons	 and	probes.	Beacons	 are	
used	to	notify	clients	about	the	wireless	network’s	capabilities.	They	





























acteristics	 of	 this	 spectrum	 creates	 a	 relatively	 small	 RF	 footprint.	
Most	WLAN	and	VoWi-Fi	 vendors	 recommend	all	APs	be	at	 the	
same	power	level.	Due	to	these	limitations,	a	higher	density	of	access	





























RFC	 stating	 “replaced	 by	 RFC1234”	 or	 “replaces	 RFC1234.”	 The	
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these	ones	and	zeros,	which	are	a	digital	approximation	of	the	actual	











A	 QoS	 design	 must	 look	 at	 layers	 two	 and	 three.	 Additionally,	






What Happens at Phone One Phone	one	enters	into	a	QoS	Basic	Service	
Set	(QBSS)	with	the	AP.	This	basically	means	the	phone	will	be	using	
QoS.	The	operation	of	a	QBSS	is	discussed	later	in	this	chapter.	In	




Layer# Layer Name Example
Layer 7 Application HTTP, FTP
Layer 6 Presentation ASCII
Layer 5 Session Remote Procedure Call
Layer 4 Transport TCP Port
Layer 3 Network IP Address
Layer 2 Data Link MAC address
Layer 1 Physical Wi–Fi RF Signal
Figure 7.2 The OSI model.
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sion	begins	 at	 layer	 seven	with	 the	 information	 that	 represents	Dr.	
Smith’s	voice.	One	unfortunate	shortcoming	of	the	OSI	model	is	seen	
























Lowest 1 BK AC_BK Background
2 — AC_BK Background
0 BE AC_BE Best E ort
3 EE AC_BE Best E ort
4 CL AC_VI ideo
5 VI AC_VI ideo
6 VO AC_VO Voice
Highest 7 NC AC_VO Voice
Figure 7.3 UP to 802.11e.






by	 the	 wired	 and	 wireless	 infrastructure	 to	 prioritize	 the	 forward-




Forwarding.	 This	 is	 a	 common	 marking	 for	 voice	 priority	 packets.	
After	adding	the	layer	three	header,	the	packet	is	handed	to	the	data	
link	 layer.	The	second	 layer	adds	 the	Wi-Fi	header,	which	 includes	
the	QoS	control	field.	The	QoS	control	field	has	seven	possible	values	
ranging	 from	 0	 to	 7.	 These	 values	 map	 to	 Ethernet	 CoS	 values	 as	
shown	in	Figure 7.3.	The	physical	layer	now	translates	the	VoIP	frame	
into	Wi-Fi	modulated	signal	out	its	antenna	to	be	received	by	the	AP.
What Happens at the Access Point Once	 the	AP	receives	 the	wireless	















is	used	 for	VLAN	assignment.	This	 tag	 is	 called	 the	CoS,	 class	of	












on	the	 layer	 three	DSCP	markings.	Other	 information	such	as	 the	
TCP	 or	 UDP	 port	 number	 can	 often	 be	 used	 to	 classify	 the	 voice	
traffic.	Dynamically	altering	 the	QoS	parameters	 in	 this	manner	 is	
sometimes	called	a	policy	map.	Policy	maps	can	be	intricate	and	dif-
ficult	to	support	in	scale.
What Happens at the Router When	 a	 packet	 is	 routed	 the	 Ethernet	
header	 is	 destroyed	 and	 a	 new	 header	 is	 created	 for	 a	 new	 subnet.	
However,	when	a	packet	is	switched	the	Ethernet	header	is	preserved.	















The	 figure	 shows	 three	 distinct	 markings:	 Assured	 Forwarding	
(AF),	 Expedited	 Forwarding	 (EF),	 and	 Class	 Selector	 (CS).	 The	
DiffServ	 tag	 lives	 in	 the	 ToS	 field.	 This	 field	 is	 1	 byte	 in	 length.	
The	first	six	bits	represent	the	DSCP	and	the	last	two	are	the	ECN	
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or	 explicit	 congestion	 notification.	 The	 DSCP	 tag	 is	 split	 into	 two	
parts:	the	per	hop	behavior	and	drop	precedence.	As	each	part	has	3	
bits,	they	both	have	possible	values	of	0	to	7	hence,	the	64	possible	
DSCP	 values	 of	 0	 to	 63.	 Notice	 that	 all	 of	 the	 values	 are	 even	 as	
the	odd	ones	are	omitted	from	the	standard.	If	this	is	a	new	concept	
to	 you,	 it	 should	 seem	a	 little	 confusing.	Because	 IP	Precedence	 is	
the	senior	 interpretation	of	the	ToS	byte,	DSCP	needed	to	provide	
reverse	 compatibility.	With	DSCP,	 the	ToS	field	 is	 now	 called	 the	
DS	 field	 or	 Differentiated	 Services	 field.	 It	 has	 6	 bits	 to	 define	 64	
different	values	but	still	provide	the	proper	semantics	to	the	3	bit	IP	
Precedence	field.	This	was	 accomplished	by	 splitting	 the	6	bits	DS	
field	into	two	fields	of	3	bits,	which	are	called	the	CS	Class	Selector	
and	Drop	Precedence,	respectively.	The	first	3	bits,	which	are	the	CS	
PHB DSCP TOS Field CS (PHB) Drop Prec
Default 0 000000 000 (0) 000 (0)
AF11 10 001010 001 (1) 010 (2)
AF12 12 001100 001 (1) 100 (4)
AF13 14 001110 001 (1) 110 (6)
AF21 18 010010 010 (2) 010 (2)
AF22 20 010100 010 (2) 100 (4)
AF23 22 010110 010 (2) 110 (6)
AF31 26 011010 011 (3) 010 (2)
AF32 28 011100 011 (3) 100 (4)
AF33 30 011110 011 (3) 110 (6)
AF41 34 100010 100 (4) 010 (2)
AF42 36 100100 100 (4) 100 (4)
AF43 38 100110 100 (4) 110 (6)
EF 46 101110 101 (5) 110 (6)
CS0 0 000000 000 (0) 000 (0)
CS1 8 001000 001 (1) 000 (0)
CS2 16 010000 010 (2) 000 (0)
CS3 24 011000 011 (3) 000 (0)
CS4 32 100000 100 (4) 000 (0)
CS5 40 101000 101 (5) 000 (0)
CS6 48 110000 110 (6) 000 (0)
CS7 56 111000 111 (7) 000 (0)











transmits	 a	packet	onto	 the	network,	what	would	 the	DSCP	value	



























another	 and	 simply	 forwards	 on	 packets	 in	 the	 order	 that	 they	 are	
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received.	Other	queuing	mechanisms	include	Weighted	Fair	Queuing	
(WFQ ),	Priority	Queuing,	and	Weighted	Random	Early	Detection.	
Switches	 and	 routers	 use	 buffers	 to	 prioritize	 traffic.	 If	 no	 priority	
exists,	 then	all	 the	 traffic	will	go	 to	 the	default	queue	and	 follow	a	
FIFO	operation.	 If	multiple	 priorities	 are	 specified	 each	priority	 is	
stored	in	a	different	buffer.	Queuing	algorithms	are	designed	to	deter-
mine	when	packets	are	transmitted	from	each	queue.	If	there	is	con-
gestion,	 a	 low-priority	queue	may	fill	up	because	 it	does	not	get	 as	




Transfer	 Protocol)	 download,	 it	 will	 simply	 be	 retransmitted.	 This	
will	delay	the	download	by	a	second	or	more	but	overall	it	is	an	insig-














the	 assumption	 that	 most	 organizations	 have	 the	 need	 or	 desire	 to	
provide	wireless	to	multiservice	devices	such	as	smart	phones.	There	















(VO)	queues	 instead	of	Best	Effort	 (BE).	The	big	 caveat	 is	 that	 all	
of	the	traffic	on	that	SSID	will	receive	priority	queuing.	The	phones	
receive	higher	priority	on	their	traffic	because	they	are	transmitting	





















teardown	of	 IP-based	 streaming	 communications.	Figure  7.5	 shows	
the	flow	of	events	in	a	SIP	call	illustrated	in	a	packet	flow	diagram.
This	 traffic,	 however,	 does	 not	 contain	 any	 voice	 packets.	 These	
are	being	carried	in	this	instance	by	another	protocol	called	RTP	or	
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Real-time	Transport	Protocol.	Within	this	protocol	the	actual	codec	
is	 visible	 from	 a	 packet	 analyzer.	 In	 fact,	 it	 is	 possible	 to	 playback	
phone	 calls	 from	 a	 packet	 capture.	 This	 of	 course	 is	 unethical	 and	
likely	illegal	outside	of	a	lab	setting.	Codecs	are	the	business	end	of	
VoIP	protocols.	They	are	independent	of	the	signaling	and	transport	





a	 tremendous	 number	 of	 combinations	 of	 signaling,	 transport,	 and	
codecs	available.	Not	all	of	these	will	be	common	to	VoWi-Fi	hand-
sets	or	smart	phone	apps.	Some	of	the	more	common	are	H.323,	SIP,	
SCCP,	 SVP,	 which	 are	 common	 signaling	 protocols,	 while	 G.711,	
G.722,	 and	 G.729	 are	 common	 codecs	 found	 on	 VoWi-Fi	 phones.	
Figure 7.7	provides	a	more	complete	list	of	codecs	that	are	used	for	
voice	 encoding.	You	will	notice	 that	 codecs	have	different	 transmit	
intervals	(packets	per	second)	and	bandwidth	requirements	(bit	rate).
The	 variation	 in	 transmit	 interval	 and	 bandwidth	 consumption	
are	 the	 result	 of	 trade-offs	made	during	 the	design	process.	Trade-





















The Anatomy of Codecs



























G.711 64 80 8 10 ms 4.1 160 20 ms 50
G.729 8 10 8 10 ms 3.92 20 20 ms 50
G.723.1 6.3 24 8 30 ms 3.9 24 30 ms 33.3
G.723.1 5.3 20 8 30 ms 3.8 20 30 ms 33.3
G.726 32 20 8 5 ms 3.85 80 20 ms 50
G.726 24 15 8 5 ms 3.85 60 20 ms 50
G.728 16 10 8 5 ms 3.61 60 30 ms 33.3
G.722 64 80 16 10 ms 4.13 160 20 ms 50
Figure 7.7 Voice codecs.
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the	concept	of	representing	information	that	was	once	stored	through	



















us	 look	 at	 where	 to	 start	 examining	 and	 comparing	 codecs.	 Harry	
Nyquist	devised	a	concept	that	the	sample	rate	needs	to	be	twice	the	
maximum	frequency	being	sampled.	This	is	called	Nyquist’s	rate.	The	
logic	 behind	 this	 is	 really	 quite	 simple.	 No	 complex	 mathematical	




being	 sampled	will	only	 improve	 the	accuracy	of	 the	measurement.	
To	get	the	shape	of	the	waveform	you	will	 likely	need	to	sample	at	
greater	 than	10	 times	 the	highest	 frequency	being	 sampled.	This	 is	
called	oversampling	and	is	a	very	common	practice	in	audio	codecs.	








































Figure 7.8 Nyquist-2 sample.




only	 encode	 300	 to	 3,400	 Hz.	 This	 is	 called	 a	 narrowband	 codec.	









is	 the	 same	 for	both	codecs	because	 the	modulation	used	 in	G.722	
is	 a	 modified	 version	 of	 PCM	 called	 Adaptive	 Differential	 Pulse	
Code	Modulation	 (ADPCM).	The	 important	 thing	 to	note	 is	 that	
the	 algorithm	 is	 a	 little	more	 computationally	 intense	 for	 encoding	
and	decoding.	When	complexity	is	added	to	a	codec	and	processing	
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Figure 7.9 Fast Fourier Transform of the human voice.
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The	sample	 interval	 describes	 how	often	 the	 codec	packages	 the	
voice	data	 in	a	packet.	This	 ranges	 from	5	 to	30	ms.	This	 is	not	 to	











It	 is	 important	 to	understand	 that	 these	annexes	are	not	 reverse	




must	 support	 the	 same	 codec.	 Typically	 they	 will	 negotiate	 to	 the	
first	codec	that	is	supported	on	both	phones.	There	are	three	features	
pertaining	 to	 codecs	 that	 we	 need	 to	 look	 at:	 silence	 suppression,	
Voice	 Activity	 Detection	 (VAD),	 and	 Comfort	 Noise	 Generation	
(CNG).	When	two	phones	engage	in	a	call,	each	creates	a	transmit	
stream	destined	to	the	other	device.	It	is	intriguing	to	consider	that	
while	 both	 phones	 are	 creating	 voice	 packets	 and	 traffic,	 only	 one	
person	is	usually	speaking	at	a	time.	This	would	seem	like	a	waste	








you	 interjects	 as	 it	would	 seem	 that	 the	phone	 call	 has	 cut	 out.	 It	
turns	out	that	the	call	has	not	been	cut	short	but	instead	just	gone	
incredibly	quiet.	The	silence	suppression	solves	the	problem	of	wast-
ing	bandwidth	but	 creates	 confusion	and	an	unnatural	 experience.	













Instead	 of	 detecting	 samples	 of	 silence	 and	 omitting	 them,	 VAD	
detects	samples	of	nonsilence	and	transmits	them.	One	problem	with	






son	 it	 is	 recommended	 to	 choose	 a	 codec	 like	G.711	 that	 is	widely	
used	and	freely	available	for	mobile	applications.	This	will	help	ensure	
interoperability	and	minimize	additional	engineering	considerations.	































Skype	 is	 another	 proprietary	 protocol.	 Skype	 has	 created	 sev-
eral	protocols	and	codecs	for	home	use.	Mass	adoption	of	consumer	
devices	 in	 the	 healthcare	 space	 requires	 engineers	 and	 stakehold-
ers	to	understand	this	technology’s	merits	and	shortcomings.	Skype	




nications	without	QoS.	 In	 traditional	networks	 this	 is	 not	 as	 big	 a	
deal	as	one	might	think.	While	implementing	a	QoS	policy	on	the	
switches	and	routers	 in	a	network	 is	generally	a	good	practice,	 it	 is	








be	 able	 to	dominate	 the	mobile	 enterprise	VoIP	market.	That	 said,	
Skype	has	become	very	popular	among	patients	and	patient	guests.	A	
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hospital’s	guest	network	might	as	well	be	an	ISP	as	well	as	a	PBX.	It	
is	important	to	identify	early	on	in	the	design	phase	of	the	WLAN	












gaining	 access	 to	 the	 same	medium.	A	BSS	or	basic	 service	 set	 is	
















experience	 them.	 This	 is	 why	 802.11e	 was	 developed.	 The	 IEEE	
802.11	task	group	set	out	to	design	a	QoS	method	into	the	802.11	
standard.	This	standard	is	now	simply	a	part	of	the	802.11-2012	stan-






Function	or	DCF.	This	 construct	provides	 fair	 access	 to	 the	wire-
less	medium.	As	we	have	already	mentioned	sometimes	we	do	not	
want	fair	access.	This	is	where	EDCA	comes	in.	EDCA	stands	for	






























telecommunications	 juggernaut	 Cisco	 purchased	 a	 promising	 VoIP	





























are	 especially	proficient	 in	wireless	 technology	 you	will	 be	 scream-
ing	at	these	pages	that	802.11ac	will	allow	multiple	transmissions	at	


































Each	 priority	 has	 a	 range	 of	 possibilities	 that	 are	 different	 from	
the	next	queue	with	the	exception	of	the	best	effort	and	background	




CWmin CWmax Time CWmin CWmax Time
Highest Voice 3 7 70–150 3 7 43–79
Video 7 15 150–310 7 15 79–151
Best E ort 15 1023 310–20470 15 1023 151–9223
Lowest Background 15 1023 310–20470 15 1023 151–9223
Figure 7.10 AIFS times.
















It	 is	 very	 likely	 that	 during	 the	 course	 of	 the	 deployment	 and	 fine	










analyzer	or	preferably	 site	 survey	 software.	A	Wi-Fi	 analyzer	 typi-
cally	uses	a	 standard	wireless	card	with	a	 special	driver	 that	allows	
the	card	 to	be	placed	 into	monitor	mode.	Site	 survey	 software	will	
work	 in	 a	 similar	 manner	 but	 may	 record	 less	 information.	 In	 this	
mode	the	WLAN	card	will	scan	through	all	the	channels	and	record	


















spots.”	 It	 is	 a	 temptation	 to	 set	 all	 the	 APs	 to	 the	 maximum	 con-
figurable	 output	 power	 to	 resolve	 this	 problem.	 Well,	 not	 so	 fast.	
If	 the	 signal	 is	 too	 hot,	 we	 will	 likely	 see	 co-channel	 interference.	




















being	 used	 as	 a	 benchmark	 for	 RSSI	 measurements.	 Every	 radio	
hears	RF	signals	differently.	Some	radios	will	not	hear	the	signal	as	
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loudly	as	the	Wi-Fi	analyzer	will	and	may	even	amplify	the	signal.	
Low	 noise	 amplifiers,	 which	 attempt	 to	 increase	 the	 intended	 sig-
nal	 without	 increasing	 the	 noise	 floor,	 have	 greatly	 improved	 since	
the	earlier	days	of	Wi-Fi;	however,	they	will	certainly	still	introduce	
additional	noise	into	the	original	signal.	What	this	means	is	that	not	
















sources	 like	Bluetooth,	microwave	ovens,	 and	weather	 radar	blasts?	











if	 there	 is	 interference?	 If	 that	 is	 the	 case,	 the	Wi-Fi	 analyzer	will	
not	be	able	 to	 identify	 this	 from	 its	noise	floor	measurement	 like	a	
spectrum	 analyzer	would.	But	 there	may	be	 some	 tell-tale	 signs	 of	
a	problem.	One	 such	measurement	will	 be	 the	 retransmissions	 and	






















to	work	with.	On	way	to	 increase	 the	 likelihood	of	capturing	good	











VoIP	 is	working	on	 the	wireless	LAN.	There	 are	 some	nuances	 to	
these	measurements.	Let’s	start	by	 looking	at	the	MOS.	The	MOS	
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Each	codec	has	a	maximum	achievable	MOS.	For	example,	a	com-



























User Opinion R-Factor MOS
Typical G.711 93 4.1
Best 90–100 4
Good 80–89.9 3
Some users dissatis ed 70–79.9 2
Many users dissatis ed 60–69.9 1
Nearly all users dissatis ed 50–59.9 0








erwise.	One	of	 the	biggest	problems	with	VoWi-Fi	 is	 the	difficulty	
with	roaming.
Roaming
All	 devices	 must	 perform	 two	 operations	 to	 join	 a	 Wi-Fi	 network:	
authenticate	and	associate.	When	a	device	roams	it	performs	similar	
functions.	There	are	four	Wi-Fi	frames	involved	in	joining	a	network:	
authentication	 request,	 authentication	 response,	 association	 request,	
and	association	response.	In	order	to	roam	to	another	AP	a	phone	will	
need	 to	perform	scanning,	probing,	 and	 then	 reassociation.	During	
the	scanning	phase	a	phone	will	use	time	slices	in	which	it	is	not	trans-










an	 administrator	 to	 select	 which	 channels	 to	 scan	 on.	 It	 is	 usually	




Spectrum	 plays	 an	 important	 role	 in	 the	 roaming	 process.	
Scanning	allows	the	client	to	get	a	rough	estimate	of	the	available	
APs	in	the	area.	A	Wi-Fi	phone	will	send	out	a	probe	request	frame.	
Any	 AP	 in	 the	 broadcast	 range	 of	 this	 phone	 that	 would	 like	 to	







new	 AP	 with	 the	 MAC	 address	 of	 the	 current	 association.	 Most	
enterprise	WLAN	vendors	have	code	written	in	an	AP	or	controller	
that	allows	APs	to	share	client	connection	information	to	aid	in	the	








way	 key	 exchange.	 This	 key	 exchange	 creates	 additional	 overhead	
and	delay	and	must	be	factored	into	a	LAN	design.	Preshared	key	
encryption	suites	do	not	add	significant	enough	overhead	to	prevent	
successful	 roams.	 However,	 adding	 authentication	 such	 as	 802.1x	








look	 good	 for	 VoIP	 on	 smart	 phones.	 There	 are	 some	 glimmers	 of	
hope	 with	 802.11k	 and	 802.11r.	 These	 two	 standards	 are	 designed	
to	help	expedite	the	roaming	process	for	devices	like	smart	phones.	
802.11k	is	referred	to	as	radio	management	and	802.11r	is	sometimes	
also	 called	 Fast	 BSS	 transition.	 11k	 aims	 to	 improve	 the	 scanning	
and	probing	processes	that	occur	continually	prior	to	roaming.	This	






as	 2.5	 seconds	 for	 a	 phone	 to	 hear	 beacons	 from	 every	 channel	 in	














implemented	 802.11r	 achieved	 Voice-Enterprise	 certification.	 New	
technologies	are	slow	to	be	adopted	by	enterprises.
Two	other	solutions	for	faster	roam	times	are	Opportunistic	Key	
Caching	 and	 Pre-Authentication.	 Both	 of	 these	 were	 created	 with	
the	802.11e	standard.	Opportunistic	Key	Caching	allows	a	client	to	
roam	without	the	need	to	derive	new	encryption	keys.	It	does	this	by	
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cost.	 As	 the	 current	 and	 emerging	 standards	 become	 more	 widely	
adopted,	VoWi-Fi	may	become	a	more	trivial	task.	Presently,	this	is	
far	from	the	case.	I	do	not	believe	VoWi-Fi	will	fizzle	out;	in	fact,	







Real-Time	 Location	 Services	 (RTLS)	 offer	 an	 array	 of	 enterprise	












acting	 as	 liaison	 between	 doctors	 and	 patient	 families,	 and	 super-
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provides	a	graphical	 interface	 to	monitor	 status	and	 location.	There	
are	a	number	of	RTLS	technologies	that	use	different	wireless	medi-




















Most	 hospital	 facilities	 have	 at	 least	 some	 Wi-Fi	 infrastructure	
that	 may	 be	 utilized,	 or	 expanded,	 to	 facilitate	 RTLS	 transport.	





of	 processing	 load	 from	 the	 access	 point	 serving	 client	 devices.	 As	
RTLS	has	evolved,	many	systems	now	use	 the	access	points	 them-

































from	 the	 transmitter,	 the	 distance	 between	 it	 and	 the	 receiver	 can	
be	estimated	using	power	readings	from	multiple	receivers.	There	are	






















Time	of	 arrival	 (ToA)	 is	 the	 travel	 time	 from	 the	 transmitter	 to	
the	receiver,	sometimes	referred	as	time-of-flight	(ToF),	and	can	be	
used	 to	 measure	 the	 distance	 between	 the	 two.	 In	 order	 to	 prop-
erly	 locate	 a	device	with	ToA,	 there	must	be	at	 least	 three	 sensors.	
When	 the	 distances	 from	 three	 different	 sensors	 are	 known,	 the	
location	can	be	found	at	the	intersection	of	the	three	circles	created	
around	 each	 sensor,	 with	 the	 radius	 being	 the	 distance	 calculated	
(for	 more	 information,	 see	 http://www.wpi.edu/Pubs/E-project/
Intensity 1
distance2
Figure 8.1 Inverse square law.
RSSI = 10αlog(d)
d = 10(RSSI–RSSIcalibration)(–10α) + dcalibration























last	 few	 years.	 Defining	 the	 best	 architecture	 is	 difficult.	 The	 best	
design	 is	 going	 to	 follow	 the	 general	 recommendations	 provided	
below	 and	 incorporating	 the	 vendor	 best	 practice	 for	 the	 chosen	
RTLS	vendor.	When	using	Wi-Fi	 the	 location	of	 the	 tag	 is	 in	one	
form	or	another	calculated	by	 its	distance	 from	the	closest	 receiver.	
The	closer	 the	 tag	 is	 to	 the	receiver	 the	more	accurate	 the	 location.	
This	means	the	more	receiver	devices	the	better	the	accuracy.	Placing	
access	points	all	around	the	perimeter	of	the	facility	is	an	option.	It	
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ISO/IEC Standards
RTLS	technology	is	standardized	by	the	International	Organization	
for	 Standardization	 and	 the	 International	 Electrotechnical	
Commission,	 under	 the	 ISO/IEC	 24730	 series.	 In	 this	 series	 of	
standards,	the	basic	standards	ISO/IEC	24730-1	and	24730-2	cover	
RTLS.	More	information	can	be	found	at	http://www.iec.ch/.





to	 the	 reader	 on	 its	 own.	These	 tags	 can	operate	 up	 to	 300	 feet	 or	























cycles	between	different	statuses,	 including	 in	use,	 soiled,	cleaning,	
available,	 and	 needing	 maintenance.	 A	 properly	 configured	 system	
may	 show	 the	 nurse	 only	 the	 location	 of	 where	 an	 available	 usable	
unit	 is	 on	 the	 floor.	 The	 biomed	 staff	 may	 want	 to	 see	 a	 listing	 of	
all	the	devices	needing	disinfection.	This	kind	of	enhanced	visibility	
will	dramatically	improve	workflows	in	the	modern	hospital.	Context	




Equipment Rentals Hospitals	 routinely	 rent	 equipment	 to	 support	
patient	care	needs	which	can	add	up	to	be	very	cost	prohibitive.	By	
tracking	the	movement	of	all	devices	and	analyzing	historical	data	it	
Figure 8.3 Active tag. (Photo courtesy of Stanley Healthcare.)










really	 stolen	or	was	 it	 just	misplaced?	Some	IT	departments	have	a	
staggering	return	on	investment	projections	for	this	area.





























pressure	 to	 prevent	 spreading	 infection.	 A	 provision	 of	 the	 Patient	
Protection	and	Affordable	Care	Act,	 ,	Section	3025,	added	Section	
1886(q)	 to	 the	 Social	 Security	 Act,	 which	 created	 the	 Hospital	
Readmissions	 Reduction	 Program.	 This	 legislation	 requires	 The	
Centers	for	Medicare	and	Medicaid	Services	to	reduce	payments	to	
Inpatient	 Prospective	 Payment	 System	 hospitals	 with	 excess	 read-
missions.	 As	 a	 result	 many	 healthcare	 organizations	 are	 heavily	
enforcing	policies	 that	will	 help	 reduce	 infection,	 thus	maximizing	
Figure 8.5 Clinician active tag. (Photo courtesy of Stanley Healthcare.)












Workflow Combining	 business	 intelligence	 with	 context	 awareness	
has	the	potential	to	make	huge	advancements	in	hospital	workflow.	
Many	hospitals	are	using	RTLS	to	monitor	patient	experience.	Using	
























Maintenance and Costs It	is	important	to	understand	what	is	involved	
in	maintaining	an	RTLS	system.	An	RTLS	system	is	comprised	of	
many	critical	 components	 that,	 like	any	hospital	 IT	system,	 should	
be	 maintained,	 optimized,	 monitored,	 and	 backed	 up.	 Costs	 vary	
significantly	 from	vendor	 to	 vendor.	An	understanding	of	 the	 total	
cost	 of	 ownership	 of	 each	 vendor	 should	be	 calculated.	 Many	 ven-
dors	also	provide	 return	on	 investment	figures	and	even	calculators	
to	 justify	 the	 investment	 in	RTLS	 technology.	Be	 sure	 to	 factor	 in	









you	will	need	 to	 factor	 additional	 costs	 to	add	or	augment	existing	
staff.	 Understand	 and	 consider	 maintenance	 costs	 that	 may	 impact	
your	operational	budget.
The	 integration	 and	 advancement	 of	RTLS	 is	 certain	 to	 address	
today’s	challenges	of	tracking	assets	of	all	types.	The	possibilities	of	
RTLS	may	be	 limited	only	 to	 the	 imagination.	 The	many	uses	 for	
this	 technology	 have	 prompted	 significant	 investment	 in	 RTLS	 in	
many	health	organizations.	The	U.S.	Department	of	Veterans	Affairs	
will	 invest	 $543	 million	 in	 room-based	 Wi-Fi	 RTLS	 across	 152	
medical	centers	in	the	next	five	years	(http://www.nextgov.com/tech-
nology-news/2012/01/va-not-budging-on-plans-to-electronically-
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that	 the	 PMI	 helped	 craft	 and	 publish	 is	 The Guide to the Project 













All	 of	 these	 play	 a	 major	 role	 in	 Wi-Fi	 deployment	 in	 healthcare,	
and	will	 be	 addressed	 in	 the	 context	 of	 real-world	 experiences	 and	
challenges.






a	 formal	 statement	of	work.	A	Wi-Fi	deployment	 in	a	hospital	can	
have	a	wide	range	of	stakeholders,	and	all	of	these	should	be	engaged	







Once	 the	 stakeholders	 are	 fully	 engaged,	 a	 project	 scope	 state-
ment	can	be	developed.	Project	delays	can	result	if	this	document	is	
not	crafted	carefully.	Although	facilities	and	marketing	departments	
















Wireless network must have the capability to be centrally managed,
and con gured, and have the capability for policy enforcement.
Clinical
Engineering
Wireless network must be able to support a variety of wireless medical
devices ranging from legacy devices that can only support WPA2
PSK, to devices that can use EAP TLS. In addition wall to wall
coverage including stairwells and elevator shafts is required.
Clinicians
Wireless network must be wall to wall and capable of supporting
wireless employee access, guest access, medical device access, and
voice access. Wireless network needs to support the use of
smartphones, and support BYOD
Facilities
Wireless enclosures need to be aesthetically pleasant, must be hidden
from patient view. Access points cannot be installed patient rooms,
and the system needs to support RTLS use cases.
Figure 9.1 Departmental requirements.
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Key	stakeholders	that	are	often	left	out	of	initial	conversations	are	
the	departments	 that	 support	 end-user	devices	 like	 the	 voice	 team,	
desk	 side	 support,	 the	 helpdesk,	 and	 mobile	 device	 management	
team.	 It	 is	 advised	 that	 they	have	a	 seat	at	 the	 table	given	 that	 the	






projects	 tend	 to	 become	 wall-to-wall	 deployments	 over	 time.	 Rather	
than	augmenting	a	small	Wi-Fi	footprint,	or	incrementally	growing	the	
network,	 it	 is	worthwhile	 to	 survey	and	design	 the	network	with	 the	
assumption	that	it	will	eventually	grow	to	provide	wall-to-wall	coverage.
The	planning	process	is	typically	the	most	labor	intensive	and	time	



















































As	 the	 project	 progresses,	 the	 quality	 plan	 becomes	 a	 roadmap	
for	 ensuring	 that	 the	project	 is	 on	 track,	 and	 that	 it	will	meet	 any	
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Another	 example	 has	 to	 do	 with	 Wi-Fi	 guest	 access.	 The	 guest	
splash	page	was	designed	with	ease	of	use	in	mind,	so	it	is	a	consistent	
page	across	the	health	system.	The	marketing	department	wanted	to	





Project	 risks	 can	 impact	 timelines	 and	budgets	 significantly	 if	 they	
are	left	unmanaged	or	not	prioritized.	Deploying	Wi-Fi	in	new	hos-
pital	 construction	 highlights	 the	 importance	 of	 clearly	 understand-
ing	risks.	The	construction	company	working	on	building	the	hospital	
required	that	all	ceiling-mounted	AP	enclosures	be	anchored	to	the	
ceiling	 foundation.	 Part	 of	 the	 challenge	 was	 identifying	 the	 exact	




















documentation	 needs	 to	 address	 technical	 as	 well	 as	 nontechnical	
changes	that	are	part	of	the	project.	In	addition	every	change	needs	
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down	the	steps	for	deploying	Wi-Fi	in	a	500,000	square	foot,	three-
storey	state-of-the-art	healthcare	facility:
1. Identify Key Stakeholders and Set up a Kickoff Meeting
The	point	of	clearly	identifying	stakeholders	was	addressed	earlier	in	

















mission.	 When	 they	 learned	 about	 the	 plan,	 they	 were	 vehemently	
opposed	 to	 it,	 citing	 security	 and	 safety	 concerns.	 The	 majority	 of	
these	 were	 unfounded	 so	 after	 several	 months	 and	 hearings	 before	
the	safety	commission,	the	team	was	able	to	attain	approval	to	move	
forward	with	the	plan	on	a	handful	of	elevator	shafts.	Several	months	
later,	 with	 officer	 turnover,	 the	 commission	 revoked	 any	 additional	
growth.	In	this	case,	including	the	elevator	commission	as	a	key	exter-
nal	stakeholder	may	have	helped	avoid	some	of	the	delays	encountered.
2. Perform an RFI and RFP to Choose a Wireless Vendor
The	RFP	is	a	key	process	for	ensuring	that	all	appropriate	technical	
and	nontechnical	 aspects	of	wireless	 vendors	 are	 scrutinized	prior	
to	selecting	which	one	to	employ.	This	 is	an	opportunity	to	gauge	
technical	pros	and	cons	of	each	product	line	in	addition	to	gauging	
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the	financial	viability	of	each	vendor,	and	 identifying	a	high-level	
architecture	 to	 use	 for	 comparison.	 Often,	 a	 handful	 of	 vendors	
can	be	eliminated	based	on	poor,	untimely.	or	no	responses	to	the	
questions.	 All	 vendors	 should	 be	 subjected	 to	 an	 identical	 list	 of	
questions	and	provided	with	the	same	duration	of	time	to	respond,	
with	a	final	response	or	additional	clarification	requirements.	Once	




and	 the	decision	boils	 down	 to	 cost	 as	well	 as	 accessibility	 of	 the	
support	organization.
3. Survey Network Closets for Port Capacity and POE Availability
A	 step	 that	 is	 often	 overlooked	 is	 ensuring	 that	 the	 closets	 in	 the	
facility	have	 adequate	 room	 to	 accommodate	 the	projected	number	















•	 HVAC	 locations	 and	 layers	 above	 the	 ceiling,	 and	 the	
type	of	ceiling.



































is	 crucial.	 Understanding	 the	 dependencies	 with	 the	 wired	
infrastructure	is	key	during	this	step	as	well.
Step 7:	generate	predictions	and	review	with	 the	customer	 for	
their	input.


















points	 and	 controllers	 installed),	 engineers	 are	 required	 to	
return	 to	 the	 facility	 with	 survey	 tools	 to	 take	 post-survey	
measurements,	identify	problem	areas	to	correct,	and	certify	
the	WLAN	is	functioning	per	design.
5. Develop Detailed Physical and Logical Architecture
After	the	site	surveys	are	completed	and	the	BOM	of	wireless	APs,	
sensors,	controllers,	and	management	platforms	is	created,	the	archi-
tecture	 documentation	 can	 be	 created.	 These	 should	 include	 the	
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6. Develop a Survey Report and Create a Cabling Bid Package
The	 survey	 report	 needs	 to	 clearly	 define	 assumptions,	 constraints,	
and	risks	associated	with	the	requirements	and	the	design.	If	a	hos-
pital	 indicates	 that	 video	 over	 Wi-Fi	 support	 is	 required,	 but	 does	
not	want	to	focus	on	a	QoS	strategy	around	this,	the	risk	needs	to	be	
identified.	Some	customers	assume	that	Wi-Fi	coverage	in	conference	
rooms	 is	 sufficient,	but	 it	has	been	shown	over	and	over	again	 that	
wireless	clients	outside	the	conference	rooms	will	attempt	to	log	onto	
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ule	expectations,	aesthetic	expectations,	and	who	needs	to	purchase	
patch	cables,	all	need	to	be	clearly	outlined.












Some	 wireless	 guest	 access	 solutions	 rely	 on	 an	 external	 vendor	 to	
provide	 splash	pages	as	well	 as	 content	filtering.	This	would	be	 the	
time	to	finalize	the	statement	of	work	and	understand	the	cost	model	
for	these	services.
8. Identify Third-Party Training Requirements
The	wireless	 team	provisioned	 for	deploying	 the	 solution	may	need	
specific	training	to	work	with	the	product	at	hand,	or	to	become	more	
proficient	with	the	technology	at	a	high	level.	It’s	not	unusual	to	send	





tory,	 including	 serial	numbers	 and	MAC	addresses,	 and	 to	 ensure	
that	the	hardware	 is	 in	a	secure	 location	(Figure 9.2).	Once	this	 is	
completed,	a	unique	asset	tag	will	need	to	be	attached	to	each	piece	
of	 hardware.	 The	 nomenclature	 used	 in	 the	 site	 survey	 document	
should	be	attached	to	a	highly	visible	area	on	each	access	point	and	
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sensor.	Following	the	naming	process,	each	unit	will	need	to	be	pow-
ered	on	 to	ensure	 that	 it	works.	The	wireless	 controllers	 should	be	











10. Oversee Installation and Turn-up of Wireless Network 





Figure 9.2 Hardware staging.
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network	should	have	minimal	disruption	on	the	network,	but	ensuring	









the	patch	panel	 to	 the	AP.	The	cabling	vendor	 should	be	 fastening	
ceiling	enclosures	or	brackets	appropriately,	as	well	as	 labeling	each	















Figure 9.3 Example of poor cable installation.
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13. Conduct Post-Implementation Survey and Make Modifications as Needed
The	post-implementation	survey	 is	crucial	 for	validating	 the	overall	




access	point	augmentation	may	be	required	 if	 there	are	areas	 found	
with	inadequate	coverage.
14. Perform UAT (Unit Acceptance Testing) Using 




















16. Develop Helpdesk Knowledge Base for Common Troubleshooting















can	 also	 outline	 ongoing	 maintenance	 procedures	 and	 expectations,	
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including	 system	 firmware	 upgrades,	 support	 expectations,	 and	 road	
map.	The	runbook	needs	to	be	maintained	on	a	shared	drive,	and	should	
be	routinely	reviewed	to	ensure	that	it	is	kept	up	to	date.











19. Ensure that a Process is in Place for Onboarding 














ing	 process,	 one	 can	 be	 sure	 that	 a	 device	 being	 evaluated	 is	 thor-
oughly	scrutinized.	In	addition,	the	support	model	should	be	clearly	
understood	prior	to	procuring	the	device	and	deploying	it.
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ture.	 Wireless	 technology	 has	 evolved	 rapidly	 over	 the	 last	 decade.	
In	1999,	the	802.11b	standard	provided	11-Mb/s	data	rates.	In	2007,	
802.11n	provided	up	 to	450	Mb/s.	 In	2013,	 the	802.11ac	draft	has	
data	 rates	 reaching	 1	 Gb/s.	 As	 this	 evolution	 continues	 the	 need	
for	cutting-edge	tools	 is	a	must.	Several	different	 types	of	 tools	are	
required	to	regularly	support	and	maintain	the	wireless	environment.	
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Some	analyzers	have	a	highly	desirable	option	to	import	a	spreadsheet	















wired	 network	 makes	 this	 is	 an	 extremely	 powerful	 tool.	 Utilizing	
this	voice-specific	tool	can	be	very	helpful	in	identifying	and	fixing	
the	 complex	 voice	 problems	 that	 are	 sure	 to	 be	 a	 challenge	 on	 any	
VoWi-Fi	deployment.
Figure 10.1 VoWi-Fi analyzer. (Photo courtesy of Fluke Networks.)
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Spectrum Analyzer








signatures;	 therefore,	 identifying	 interference	mediums	 like	phones,	
Bluetooth,	and	microwaves	can	be	automatically	classified	and	located	









Figure 10.2 Spectrum Analyzer Pro. (Photo courtesy of Fluke Networks.)
















Figure 10.3 Good client experience. (Courtesy of Ixia Networks.)
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Figure 10.4	illustrates	a	bad	client	experience.	The	darker	red	colors	











multiple	 devices	 behave	 on	 the	 same	 infrastructure.	 It	 has	 become	
increasingly	 important	 to	analyze	not	 just	one	device	but	 the	many	
nomadic	device	interactions	on	the	network.	Additionally,	the	ability	
to	benchmark	each	device	via	a	certification	and	onboarding	program	
Figure 10.4 Poor client experience. (Courtesy of Ixia Networks.)






neer.	The	 saying	 that	 “packets	don’t	 lie”	 is	 a	 very	 valid	 saying.	 It	 is	
important	not	to	overlook	the	importance	of	utilizing	this	tool.	Many	
packet	capture	programs	are	available	for	free.	Packet	capturing	anal-
ysis	 to	help	 resolve	an	 issue	 seems	 to	be	 increasingly	underutilized.	















Figure 10.5 Ixia Waveclient. (Courtesy of Ixia Networks.)
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with	RF	data.	The	overlay	 is	more	expensive	as	 it	 requires	 the	pur-
chase	and	installation	of	dedicated	devices.
The	 second	 method	 can	 be	 referred	 to	 as	 integrated.	 The	 access	
point	switches	into	sensor	mode	when	not	under	client	load	providing	
similar	functionalities	as	the	overlay	system.	Many	wireless	hardware	





Figure 10.6 Airtight interface. (Courtesy of AirTight Networks.)
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We	use	a	sensor	system	that	provides	an	alert	in	the	event	an	unau-
thorized	device	 is	broadcasting	 in	 the	network.	This	 system	checks	









suites	 to	 help	 manage	 large	 infrastructures	 from	 a	 single	 console.	
These	central	platforms	are	very	feature	rich	and	help	address	many	
large-scale	 support	 challenges	 to	 providing	 centralized	 control	 and	
visibility	 in	 the	 enterprise.	 For	 example,	 the	 management	 console	
allows	you	to	create	central	policies	for	role-based	access	controls.	In	
the	hospital	 this	means	you	can	group	devices	 into	 logical	contain-
ers	to	appropriately	manage	who,	what,	where,	and	how	much	clients	
have	access	to	on	the	network.	In	the	hospital	you	may	want	to	pro-
vide	different	 levels	of	access	 to	doctors,	 residents,	 and	guest	users.	
Doctors	may	have	precedence	over	these	other	groups	by	being	in	a	






is	 a	 tremendously	 valuable	 tool.	 Figure  10.7	 illustrates	 fingerprint-




Complex	 infrastructure	 requires	 unique	 skill	 sets.	 Wi-Fi	 engineer-
ing	 requires	 a	 sound	 understanding	 of	 not	 only	 the	 physics	 of	 the	
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propagation	 of	 radio	 waves	 but	 also	 mastery	 of	 network	 routing,	
switching,	and	security.	The	criticality	and	complexity	of	the	Wi-Fi	
environment	requires	dedicated	professional	Wi-Fi	engineers.	Wi-Fi	




Traditional	wired	network	 engineering	 skills	 can	provide	 a	 solid	
foundation	for	transition	into	wireless	engineering.	It	is	important	to	
understand	fundamental	RF	principles.	We	have	encountered	many	






Figure 10.7 Fingerprinting. (Courtesy of Extreme Networks.)
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employee	skilled	wireless	engineers	will	cost	your	organization	money	
and	result	in	unhappy	clinicians.





Vendor Neutral Training One	 of	 the	 leading	 certification	 bodies	 in	
the	 wireless	 industry	 is	 Certified	 Wireless	 Network	 Professionals	
(CWNP).	The	CWNP	organization	offers	a	number	of	outstanding	
vendor-agnostic	 credentials	 ranging	 from	 very	 basic	 Wi-Fi	 funda-
mentals	to	expert-level	design	and	analysis.
Entry-level	 training	 is	 the	 CWTS,	 or	 Certified	 Wireless	
Technology	 Specialist.	 The	 next	 level	 is	 CWNA,	 or	 Certified	
Wireless	Network	Administrator.	We	require	all	engineers	to	possess	














release	of	the	OSSTMM,	the	Open-Source Security Testing Methodology 
Manual.	It	was	a	move	to	improve	how	security	was	tested	and	imple-
mented. The	wireless	security	expert	credential	is	known	as	the	OWSE.	









sectors	 internationally.	 “ITIL	 advocates	 that	 IT	 services	 must	 be	
aligned	to	the	needs	of	the	business	and	underpin	the	core	business	
processes.	 It	provides	guidance	 to	organizations	on	how	 to	use	 IT	
as	a	 tool	 to	 facilitate	business	change,	 transformation	and	growth”	
(http://www.itil-officialsite.com/).
Certified	Professional	in	Healthcare	Information	&	Management	
Systems	 (CPHIMS)	 is	 a	 professional	 certification	 program	 spe-
cifically	 for	 healthcare	 information	 management	 professionals.	
“Passing	 the	 CPHIMS	 examination	 demonstrates	 mastery	 of	 a	
well-defined	 body	 of	 knowledge	 considered	 important	 to	 compe-
tent	 practice	 in	 today’s	 healthcare	 information	 and	 management	














Ideally	 a	well-rounded	engineer	will	have	 a	 combination	of	 ven-
















chapter	we	will	highlight	 the	most	popular	policies	 encountered	 in	
the	hospital	wireless	space.	Many	hospital	organizations	have	entire	
departments	 dedicated	 to	 acceptable	 use	 and	 security	 policies.	 The	




Acceptable Use Who	 has	 access	 and	 from	 what	 device	 to	 informa-
tion	on	the	network	is	an	important	policy	to	determine.	As	Wi-Fi	














the	details	 to	not	only	 restore	hardware	 and	 software	 functionality	
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but	also	prepare	for	the	element	of	manpower.	A	tornado	may	damage	
or	destroy	network	equipment.	An	epidemic	could	disable	key	staff	





Procedures Implementing	proper	Wi-Fi	 support	 encompasses	many	
different	procedures.
•	 Service	desk	escalation:	The	service	desk	has	the	difficult	job	
to	 receive,	 attempt	 to	 resolve,	 and	 escalate	 problems	 to	 the	
appropriate	 support	 group	 as	 needed.	 This	 position	 is	 one	




24×7×365	 support.	 Documenting	 the	 procedure	 for	 Wi-Fi	
support	 after	 normal	 workday	 hours	 should	 include	 escala-
tion	criteria,	response,	and	resolution	timelines	from	the	busi-
ness.	A	good	approach	will	consider	the	criticality	of	the	issue	
with	 the	 required	 response.	 Widespread	 outage	 impacting	
an	emergency	area	will	require	immediate	action,	whereas	a	
single	client	issue	may	warrant	a	less	expedient	response.
•	 Change	 control:	 Is	 a	 formal	 process	 used	 to	 ensure	 that	
changes	to	a	production	system	are	introduced	in	a	controlled	





Documentation	 of	 both	 the	 logical	 and	 physical	 architecture	 is	
included	 in	 the	 runbook.	 This	 should	 go	 beyond	 the	 standard	 net-
work	figures	 and	 should	 encompass	 all	 critical	 pieces	 of	 the	Wi-Fi	
hardware	and	the	supporting	infrastructure.	Document	all	hardware	
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ment	 to	 provide	 end-user	 technical	 support.	 Technical	 support	 is	
simply	 defined	 as	 providing	 assistance	 to	 customers	 who	 encounter	
challenges	 or	 difficulties	 with	 technology	 and	 for	 the	 purposes	 of	
this	book	specifically,	Wi-Fi	technology.	Support	may	be	requested	
in	a	number	of	ways,	including	by	telephone,	e-mail,	or	a	web	portal	
where	users	 can	 log	 a	 support	 request,	 sometimes	 referred	 to	 as	 an	



























higher	 level.	First-level	 support	 is	usually	carried	out	by	 representa-
tives	housed	in	a	call	center	that	facilitates	support	24×7×365.






















Tier 3 This	 group	 is	 responsible	 for	 the	 highest	 level	 of	 support.	
System	administrators	are	responsible	for	resolving	the	most	complex	
and	difficult	issues.	System	administrators	are	the	most	highly	trained	






















































is	 also	 often	 overlooked.	 A	 network	 interface	 card	 driver	 is	 simple	
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software.	Like	any	software	it	is	not	immune	to	security	exploits	and	
bugs.	 Keeping	 the	 drivers	 up	 to	 date	 assures	 that	 wireless	 devices	




the	 healthcare	 industry	 to	 be	 more	 accountable	 for	 patient	 health	
information	 (PHI).	 Securing	 the	 client	 device	 with	 anti-virus	 and	
malware	protection	is	essential.	Hard	drive	encryption	may	also	be	a	
requirement	for	devices	storing	PHI.	A	lost	or	stolen	device	contain-
ing	 patient	 data	 can	 cause	 serious	 financial,	 legal,	 and	 reputational	
implications	to	any	hospital	organization.
Lifecycle and Drivers for System Upgrades
Infrastructure Lifecycle Wi-Fi	 infrastructure	 products	 have	 different	
lifecycles.	As	we	showed	 in	Chapter	1	on	 the	history	of	Wi-Fi	 the	







End	 of	 sale	 means	 the	 manufacturer	 is	 no	 longer	 offering	 the	
product	for	sale.	This	may	be	for	a	variety	of	reasons,	including	that	








ommended	 to	have	production	equipment	 in	 the	 later	 stages	of	 the	
lifecycle.	It	is	a	very	risky	proposition	to	have	unsupported	hardware	
in	the	hospital	enterprise.	Leadership	should	be	made	aware	what	the	
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possible	 implications	 are	of	not	 appropriately	upgrading	 an	 end-of-
life	system.	To	avoid	risky	situations	budget	appropriately.	Creating	
a	document	that	illustrates	the	current	and	future	state	of	the	infra-
structure	may	help	 convince	 leadership	of	 the	need	 to	provision	an	
appropriate	budget.
Client Device Lifecycle Managing	IT	equipment	and	product	lifecycle	
is	an	important	function	of	the	IT	department.	A	properly	executed	






The	 explosion	 of	 mobile	 and	 medical	 devices	 has	 introduced	 a	










devices,	 including	 biomedical,	 IT,	 and	 many	 clinical	 departments.	
The	medical	device	 area	 is	particularly	 challenging	 from	a	 lifecycle	
perspective.	Often	 the	oldest	 remaining	 clients	 on	 the	network	 are	
legacy	802.11b	medical	devices.	These	devices	not	only	slow	down	the	
entire	network,	they	also	usually	support	less	than	desirable	security	


























models,	 and	 the	ever-changing	operational	 strategies	 for	healthcare	
organizations.	One	area	that	IT	can	bring	to	the	table	is	insight	and	
guidance	on	how	emerging	 technologies	can	better	 support	health-
care	delivery.	To	quote	the	great	Wayne	Gretzky,	“A good hockey player 
plays where the puck is. A great hockey player plays where the puck is going 
to be.” Our	responsibility	is	to	improve	an	organization’s	ability	to	pro-
vide	patient	care	and	the	patient’s	overall	end-to-end	experience.
Both	 healthcare	 and	 technology	 futurists	 like	 to	 pontificate	 on	






















As	 discussed	 earlier	 many	 Wi-Fi	 networks	 were	 initially	 designed	















healthcare	 organizations	 are	 also	 under	 pressure	 to	 deliver	 a	 high-
performance	guest	network	for	patients	and	visitors,	many	of	whom	
have	the	expectation	that	streaming	video	be	supported.















ical order entry systems,	machine	to	machine	(M2M)	IV infusion pumps 
connected to the EMR,	and	machine	to	people	(M2P)	lab systems alert-
ing clinicians.





and	 video	 applications	 on	 mobile	 devices.	 Besides	 the	 enterprise	
communication	applications	on	the	network,	use	of	consumer	appli-
cations	such	as	Apple	FaceTime,	Skype,	and	Google	Hangouts	used	
by	 patients	 and	 employees	 alike,	 will	 require	 more	 complex	 appli-
cation-layer	policy	 support	and	management	on	 the	 infrastructure.	





















































Today,	many	doctors	 are	 looking	 to	use	 social	media	 to	not	only	
communicate	 with	 patients,	 but	 also	 as	 a	 platform	 to	 keep	 patients	
well	 and	 informed.	 By	 keeping	 patients	 healthy,	 as	 opposed	 to	 just	
treating	illness,	doctors	can	lead	the	way	for	changing	how	our	health	
care	system	is	utilized	and	thus	reducing	the	cost	of	care.	However,	




Healthcare	 Solutions,	 Extreme	 Networks,	 “For	 Health	 Care	 CIOs,	





are	 changing.	 They	 are	 offering	 specialized	 smart	 phones	 that	 can	
deliver	via	software	application	design	with	clinical	workflow	in	mind	
(Figure 11.1).
“When	 I	 started	 in	 the	 healthcare	 industry,	 I	 was	 surprised	 to	 find	
systems	 being	 built	 on	 antiquated	 technologies.	 I	 knew	 we	 needed	 a	
better	way	for	caregivers	to	communicate	with	each	other	and	elevate	








efficient	processes,	happier	 clinical	 staff	 and	better	patient	outcomes”	
(Trey	Lauderdale,	Founder	and	President,	Voalte).
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The	use	of	pagers	is	expected	to	drop	significantly	as	clinicians	opt	


















Figure 11.1 Voalte handset. (Courtesy of Voalte Inc.)




Shrinking Herds of Carts on Wheels (CoWs) and 
Workstations on Wheels (WoWs)

















Netsight Server MDM Management Server
Assessment Engine
(local on the MDM or
typically the Netsight
server)
1. Mobile device is detected by the appliance as it connects to the
    network. e NAC gateway nds the device in an end-system group
    for managed devices which is congured for assessment.
2. Appliance sends assessment
    request via 3rd party adapter.
5. Assessment results are
    returned
3. Assessment engine gets WiFi
    MAC address and DeviceID of
    device from Netsight.
4. Assessment engine queries the
    MDM server via web services to
    get the current status of the phone
    according to test sets congured.
6. e appliance takes the test set
    results and provisions the mobile
    device according to the results, as
    congured on the gateway.
Figure 11.2 Example of MDM integration. (Courtesy of Enterasys.)
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IEEE 802.11ac 802.11ac	 is	 the	fifth	generation	of	Wi-Fi	standard,	
building	on	IEEE	802.11n	in	the	5-GHz	spectrum.	Its	purpose	is	to	
improve	data	rates	up	to	1	gigabit	per	second,	increase	RF	bandwidth	




To	 make	 things	 interesting	 for	 those	 looking	 forward	 to	 the	
expected	 bandwidth	 benefits	 of	 802.11ac,	 the	 standard	 is	 being	
released	in	two	waves:




•	 Wave	 2—Multi	 User–Multiple	 Input	 Multiple	 Output	
(MU-MIMO):	An	AP	now	has	 the	 ability	 to	use	multiple	
antennas	 to	 send	 data	 to	 multiple	 clients.	 This	 will	 be	 the	








Infrastructure Access	 points	 will	 be	 the	 first	 upgrade	 required.	




rations	 just	doubled	 in	 complexity	with	 twice	 the	 switch	ports	 and	
cable	runs	to	now	take	into	account.
Client Devices When	802.11n	was	first	 released	 it	 took	a	number	of	
years	before	supporting	clients	began	to	overtake	legacy	devices.	It	has	
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taken	 even	 longer	 for	 first	 tablets	 and	 then	 smart	 phones	 to	 support	
5-GHz	802.11a/n.	Consumers	 also	 soon	 learned	 that	 the	bandwidth	
capabilities	of	802.11n	were	limited	to	how	many	antennas	a	client	radio	
contained.	The	smaller	the	device	the	fewer	the	antennas	is	a	good	rule	
of	 thumb.	With	802.11ac	history	will	 once	 again	 repeat	 itself	 in	 the	








Design and Planning Before	 you	 can	 start	 replacing	 access	 points	
a	 thorough	 understanding	 of	 802.11ac’s	 properties	 as	 well	 as	 any	
optional	 features	 your	 vendor	 may	 have	 implemented	 need	 to	 be	
taken	 into	 consideration.	 802.11n	 brought	 bonding	 two	 20-MHz	
channels	to	40-MHz	for	higher	throughput	into	the	equation.	With	










and	 802.11n	 added	 the	 capability	 of	 supporting	 video	 on	 another.	
When	 medical	 devices	 became	 Wi-Fi	 enabled	 they	 typically	 were	
bundled	 into	 an	 additional	 VLAN.	 This	 design	 approach	 has	 two	
weaknesses	that	need	to	be	taken	into	consideration.
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may	have	 its	 own	unique	quality	 of	 service	 (QoS)	 requirements.	 A	
given	device	can	have	a	variety	of	applications	ranging	from	mission	
















•	 Use	 different	 authentication	 and	 encryption	 settings	 per	
device.
•	 Set	bandwidth	limits.
With	 properly	 designed	 policy	 management	 and	 network	 access	
control	 an	 organization	 can	 provide	 role-based	 access	 control	 and	
bandwidth	provisioning.
Moving	 beyond	 policy	 management	 is	 the	 growing	 interest	 in	
Software	Defined	Networking	 (SDN).	The	 concept	behind	SDN	 is	
to	allow	centralized	control	of	network	traffic	to	provide	end-to-end	
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services	at	an	application	layer.	WLAN	administrators	will	see	simi-
larities	 with	 various	 AP	 to	 controller-tunneling	 protocols	 such	 as	
CAPWAP	and	LWAP.	With	SDN	networks,	administrators	will	be	







vendors	 are	 already	 beginning	 to	 develop	 support.	 SDN	 interoper-
ability	will	most	 likely	 take	a	considerable	amount	of	 time,	as	 there	










































GSM	networks	 (think	AT&T	and	T-Mobile	 in	 the	United	States).	
Meanwhile,	EAP-AKA	would	likely	be	used	by	carriers	like	Verizon	
and	 Sprint	 as	 it	 is	 built	 into	 a	 UMTS	 Subscriber	 Identity	 Module	
(USIM).	 It	 should	be	noted	 that	both	 the	 client	device	 and	Wi-Fi	
infrastructure	must	support	Hotspot	2.0.	This	will	certainly	dictate	a	
slow	adoption	rate	as	both	will	need	to	be	updated	to	add	this	func-
tionality.	 You	 may	 have	 already	 experienced	 EAP-SIM	 authenti-








of	 guest	 Wi-Fi	 registration.	 They	 are	 registered	 with	 the	 WLAN	
without	 doing	 anything.	 In	 addition,	 this	 wireless	 network	 can	 be	
encrypted.	While	this	is	mostly	being	used	by	commercial	telecom-









table	 medical	 devices	 to	 sophisticated	 medical	 applications,	 and	 an	
ever-increasing	market	for	home	health.	The	field	is	vast	and	the	type	





























































































































































































































































































































































































































































































































































































































































































































































PMBOK.	See	The Guide to the 
Project Management Body of 
Knowledge
PMKID	count,	103
PMKID	list,	103
Pocket	PC	devices,	4
POE.	See	Power	over	Ethernet
Policies
acceptable	use,	244
access	policy,	118
disaster	recovery,	244–245
guest	access	policy,	119–120
password	policy,	116–118
procedures,	245
remote	WLAN	access	policy,	120
rogue	access	point	policy,	
118–119
security,	115–120
Popov,	Alexander,	1
Post-validation	survey,	66
Power	availability,	57
Power	over	Ethernet,	57,	220
Pre-survey	walkthrough,	49–50
Private	communications	technology,	
95
Probe	Response,	101
Problems	controllers	attempt	to	
solve,	30
Process	API,	25
Profile,	computer	hacker,	74
Project	management,	215–232
budget,	218
change	management,	220
closure,	220–232
communication,	219
quality	assurance,	218–219
risk	management,	219–220
scheduling,	217–218
scope,	217
Proliferation,	Wi-Fi	in	hospitals,	
3–10
Proprietary	information,	67
Proprietary	protocols,	188–190
Protected	extensible	authentication	
protocol,	96–97,	139
Protected	management	frames,	15
Protocol	analyzer,	233–234
Provisioning	access	control	lists,	30
Proxying	ARP,	30
PTK.	See	Pair	transient	key
PTT.	See	Push-to-Talk
Purpose,	in	statement	of	work,	48
Push-to-Talk,	37
Q
QoS.	See	Quality	of	service
Quality	assurance,	in	project	
management,	218–219
Quality	of	service,	12,	150,	168,	
172–181,	238,	262
R
R-factor,	198
Radio	frequency,	1,	11,	24,	26,	168
RADIUS.	See	Remote	
authentication	dial-in	user	
service
Random	back	off,	189,	191
Real-time	enterprise,	255
Real-time	location	services,	8,	10,	
47,	159,	203–214
accuracy,	212–213
applications,	208–212
architecture,	207,	245–246
asset	management,	208–209
clinician	safety,	210–211
condition	monitoring,	210
equipment	rentals,	209–210
infection	control,	211–212
ISO/IEC	standards,	208
issues,	costs,	213–214
maintenance,	213–214
patient	safety,	210–211
privacy,	212
277index
safety,	210–211
shrinkage,	210
technologies,	204–205
infrared	(IR)	systems,	205
ultrasound	devices,	205
Wi-Fi,	204–205
ZigBee,	204
transmitter	types,	208
wireless	networks,	8,	10
workflow,	212
Reassociation	request,	101
Received	signal	strength,	205–206
Reduced	interframe	spacing,	193
Redundancy	test,	154–155
Registration	splash	page,	133
Regulatory	bodies,	10–17
Federal	Communications	
Commission	(FCC),	11
Institute	of	Electrical	and	
Electronics	Engineers	
(IEEE),	11–14
International	Organization	for	
Standardization	(ISO),	17
Wi-Fi	Alliance,	14–17
core	programs,	15
mission	of,	14
optional	programs,	15–17
Relative	signal	strength	indicator,	
169
Remote	authentication	dial-in	user	
service,	88,	90–93
authenticator,	30
Remote	WLAN	access	policy,	120
Rendezvous.	See	Bonjour
Revenue	generation,	136–137
RF.	See	Radio	frequency
RIM,	138
Risk	management,	project,	219–220
Roaming,	199–202
Robust	secure	network,	101
capabilities,	103
Rogue	access	points,	71–72,	81,	
110–111,	118–119
detection,	110–111
policy,	118–119
Role-based	policy	management,	52
RSN.	See	Robust	secure	network
RSS.	See	Received	signal	strength
RSSI,	Relative	Signal	Strength	
Indicator
RTE.	See	Real-time	enterprise
RTLS.	See	Real-time	location	
services
Runbook,	244–245
S
Safety	issues,	210–211
SCA.	See	Single-channel	
architecture
Scanning,	74,	78,	112–113,	
199–201
tools,	112–113
SCEP.	See	Simple	Certificate	
Enrollment	Protocol
Schedule
in	project	management,	217–218
in	statement	of	work,	48
Scope	of	work,	in	statement	of	work,	
48
SDK.	See	Software	development	kit
SDN.	See	Software	defined	
networking
Second	generation	cellular	
technology,	3
Secure	Light	Weight	Access	Point	
Protocol,	25
Secure	socket	layer,	95
Security,	67–128
denial	of	service	attacks,	68–69
Extensible	Authentication	
Protocol	(EAP),	93–97
EAP-FAST,	97
EAP-MD5,	95
EAP-TLS,	95–96
EAP-TTLS,	96
278 index
LEAP,	96
PEAP,	96–97
Extensive	Authentication	
Protocol	Over	Local	Area	
Network,	89–90
hacking,	72–84
accessibility,	79–81
compromise,	79
enumeration,	78–79
information	gathering,	76–77
motives,	73
privileges,	79–81
service	set	identifier,	82–83
tracking	war	drivers,	75
trails,	81–82
war	driving,	73–75
HIPAA,	122–128
IEEE	802.11i,	99–110
advance	encryption	standard	
(AES),	107
system	overview,	108–110
Temporal	Key	Integrity	
Protocol	(TKIP),	104
TKIP	MIC	(Message	
Integrity	Check),	106–107
transition	secure	network	
(TSN),	104
IEEE	802.1x,	87–89
authentication	server,	88
authenticator,	88–89
supplicant,	89
information	security,	67–68
availability,	67–68
confidentiality,	67
integrity,	68
malicious	code,	69–70
open	key	authentication,	85–86
physical	security,	121–122
incident	response,	122
monitoring,	122
policy	areas,	115–120
access	policy,	118
guest	access	policy,	119–120
password	policy,	116–118
remote	WLAN	access	policy,	
120
rogue	access	point	policy,	
118–119
remote	authentication	dial-in	user	
service,	90–93
risks,	68–86
rogue	access	points,	71–72
shared	key	authentication,	
84–85
signal	analysis,	70–71
social	engineering,	70
spoofing,	71
tools,	111–115
access	point	attacking	tools,	
114–115
cracking	tools,	114
hybrid	tools,	114
scanning	tools,	112–113
sniffing	tools,	113–114
Trojan	horses,	69
viruses,	69
Wi-Fi	protected	access,	110–111
rogue	access	points	detection,	
110–111
Wi-Fi	Protected	Access	(WPA),	
97–99
worms,	69
Self-enrollment	guest	access,	
131–132
Self-registration,	134
Sensitive	information,	67,	70,	73
Service	desk	escalation,	245
Service	set	identifier,	64–65,	82–83
Shared	key	authentication,	84–85
Short	interframe	spacing,	193
Shortage	of	qualified	health	
professionals,	21
Signal	analysis,	70–71
Signal-to-noise	ratio,	50,	113,	169
Simple	Certificate	Enrollment	
Protocol,	143
279index
Simple	Network	Management	
Protocol,	79
polling,	141
trap	collection,	141
Single-channel	architecture,	
multichannel	architecture,	
contrasted,	31
Site	survey,	47–66
design,	50–56
aesthetics,	54–55
augmenting	designs,	55–56
cabling,	56
channel	planning,	52–53
high-capacity	design,	51–52
multifloor	designs,	53–54
software,	61–62
upgrading	access	point	
hardware,	55–56
equipment,	58–64
form	factor,	60–61
site	survey	design	software,	
61–62
spectrum	analyzer,	62,	235
facility	blueprints,	49
high-density	deployments,	51–52
network	infrastructure,	56–58
IP	address	availability,	58
network	bandwidth,	58
network	ports,	57
power	availability,	57
post-validation	survey,	66
pre-survey	walkthrough,	49–50
preparation,	47
process,	47
report,	65
software,	235
statement	of	work,	48–49
subjects	addressed,	48–49
techniques,	64–65
types,	62–64
active	survey,	64
passive	survey,	63–64
Skype,	189–190,	255
SLAPP.	See	Secure	Light	Weight	
Access	Point	Protocol
Smart	phones,	43–44,	262
Sniffer	trace,	83–84
Sniffing	tools,	113–114
SNMP.	See	Simple	Network	
Management	Protocol
SNR.	See	Signal-to-noise	ratio
Social	engineering,	70
Social	engineering	attacks,	77
Social	media,	256–257
Software	defined	networking,	
261–265
Software	development	kit,	257
Software	tool	training,	243
Sony	Clie,	4
Source	address,	105
SOW.	See	Statement	of	work
Special	requirements,	in	statement	
of	work,	48
Spectralink	Radio	Protocol,	189
Spectrum	analyzer,	62,	235
Sponsored	guest	access,	130–131
Sponsored	registration,	135
Spoofing,	71
SRP,	Spectralink	Radio	Protocol
SSID.	See	Service	set	identifier
SSL.	See	Secure	socket	layer
Staffing,	240–243
software	tool	training,	243
vendor	neutral	training,	242–243
wireless	manufacturer	training,	
243
Standards,	in	statement	of	work,	48
Statement	of	work,	48–49
subjects	addressed,	48–49
Stolen	equipment,	210
Structured	Wireless	Aware	
Network,	25
Stubblefield,	Nathan,	1
SU-MIMO,	Wave	1Single	User–
Multiple	Input	Multiple	
Output
280 index
Subnet	roaming,	30
Support,	233–252
lifecycle,	246–252
client	device	lifecycle,	251–252
end-user	device,	249–250
infrastructure	code	upgrade,	
249
infrastructure	lifecycle,	
250–251
routine	maintenance,	246
technical	support,	246–248
upgrades,	250–252
management,	240
packet	capturing,	238–240
wireless	intrusion	prevention	
systems	(WIPS),	239–240
performance	software,	236–238
policies,	244
acceptable	use,	244
disaster	recovery,	244–245
procedures,	245
protocol	analyzer,	233–234
runbook,	244–245
site	survey	software,	235
staffing,	240–243
software	tool	training,	243
vendor	neutral	training,	
242–243
wireless	manufacturer	
training,	243
voice	analyzer,	234
Survey	equipment,	58–64
form	factor,	60–61
site	survey	design	software,	61–62
spectrum	analyzer,	62,	235
Survey	techniques,	64–65
Survey	types,	62–64
active	survey,	64
passive	survey,	63–64
SWAN.	See	Structured	Wireless	
Aware	Network
Sysadmin,	Audit	Networking	and	
Security	Institute,	242
T
Tablets,	43–44
TCP.	See	Transmission	Control	
Protocol
TDoA.	See	Time	difference	of	
arrival
Technical	support,	246–248
Telemedicine,	8,	13,	264
Temperature	monitoring,	210
Temporal	Key	Integrity	Protocol,	
38,	87,	104
mixed	transmit	address	and	key,	
105
sequence	counter,	105,	107
Terrorism,	73
Tesla,	Nikola,	1
Time	difference	of	arrival,	207
Time	of	arrival,	205–207
Time	slots,	191
TKIP.	See	Temporal	Key	Integrity	
Protocol
TKIP	MIC.	See	Message	Integrity	
Check
ToA.	See	Time	of	arrival
Tools,	security,	111–115
access	point	attacking	tools,	
114–115
cracking	tools,	114
hybrid	tools,	114
scanning	tools,	112–113
sniffing	tools,	113–114
Tracking	war	drivers,	75
Trade	secrets,	67
Trails,	81–82
Transition	secure	network,	104
Transmission	control	protocol,	39,	
78
Trends,	253–265
bandwidth	expansion,	254–261
carts	on	wheels,	259–261
client	devices,	260–261
in	design,	261
281index
device	consolidation,	257–259
device	density,	254
electronic	medical	record,	
254–255
guest	access,	255–256
HotSpot	2.0,	264–265
IEEE	802.11ac,	260
IEEE	802.11u,	264–265
infrastructure,	260
mobile	voice,	255
Passpoint,	264–265
policy	management,	261–265
security,	262–265
smart	phone,	262
social	media,	256–257
software	defined	networking	
(SDN),	261–265
video,	255
workstations	on	wheels,	259–261
Trojan	horses,	69
TSN.	See	Transition	secure	network
TXOP,	40
U
UAT.	See	Unit	Acceptance	Testing
UDP.	See	User	Datagram	Protocol
Ultrasound	devices,	161–163,	205
Unicast,	32–37
UNII,	13,	43,	170,	172
UNII	table,	170
Unique	User	Identification,	124
Unit	Acceptance	Testing,	229–230
Upgrades,	250–252
Upgrading	access	point	hardware,	
55–56
User	Datagram	Protocol,	78
V
VAD.	See	Voice	Activity	Detection
VDI.	See	Virtual	Desktop	
Infrastructure
Vendor	neutral	training,	242–243
Video,	8,	255
Virtual	Desktop	Infrastructure,	140
Virtual	local	area	networks,	26,	83
Virtual	network	computing,	80
Viruses,	69–70,	147
VLANs.	See	Virtual	local	area	
networks
VNC.	See	Virtual	network	
computing
Voice	Activity	Detection,	187
Voice	analyzers,	234
Voice-Enterprise,	16
Voice	over	Wi-Fi	(VoWi-Fi),	8,	10,	
16,	37,	41,	47,	50,	167–202
arbitration,	wireless,	190–194
challenges,	168–172
Codecs,	183–188
differentiated	services,	177–180
IEEE	802.1Q ,	180–181
proprietary	protocols,	188–190
quality	of	service,	172–181
troubleshooting,	194–199
voice	packet,	173–177
VoIP,	181–183
Voice	packet,	173–177
VoIP,	181–183
VoWi-Fi.	See	Voice	over	Wi-Fi
W
Walkthrough,	pre-survey,	49–50
War	driving,	73–75
War	flying,	74
War	walking,	74–75
Wave	2-Multi	User-Multiple	Input	
Multiple	Output,	260
Wave	1-Single	User-Multiple	Input	
Multiple	Output,	260
WBS.	See	Wireless	Broadband	
Alliance
WEP.	See	Wired	Equivalent	Privacy
WFA.	See	Wi-Fi	Alliance
282 index
Wi-Fi	Alliance,	10,	14–17,	97–98,	
110,	145,	150–151,	190–
192,	201,	264
core	programs,	15
mission,	14
optional	programs,	15–17
Wi-Fi	Direct,	15–16
Wi-Fi Enabled Healthcare,	167
Wi-Fi	Multimedia,	15–16,	40
Wi-Fi	protected	access,	15,	97–99,	
110–111
rogue	access	points	detection,	
110–111
Wi-Fi	protected	setup,	16
Windows	laptops,	139
WIPS.	See	Wireless	intrusion	
prevention	systems
Wired	equivalent	privacy,	38,	85–86
Wired	equivalent	privacy	key,	85
Wireless	architecture,	23–45
medical	devices,	38–45
Bonjour,	44–45
medical	imaging,	39–41
smart	phones,	43–44
tablets,	43–44
wireless	on	wheels	(WOWs),	
41–43
networks,	Wi-Fi,	23–37
applications,	31–32
autonomous	architecture,	
26–27
broadcast,	32–37
controller-based	architectures,	
27–30
distributed	architecture,	30–31
MAC	layer,	24–25
multicast,	32–37
performance,	31–32
problems,	30
single-channel	architecture,	31
unicast,	32–37
vendor-specific	solutions,	25
Wireless	Broadband	Alliance,	264
Wireless	intrusion	prevention	
systems,	72,	239–240
Wireless	local	area	network,	23,	
122,	125
Wireless	manufacturer	training,	
243
Wireless	medical	telemetry	systems,	
6,	145
Wireless	network	management,	240
Wireless	on	wheels,	41–43
Wireless	runbook,	244–245
Wireless	site	survey	process,	47
Wireless	Strategy	Task	Force,	149
WLAN.	See	Wireless	local	area	
network
WMM.	See	Wi-Fi	Multimedia
WMM-Admission	Control,	16–17
WMM-Power	Save,	16
WMTS.	See	Wireless	medical	
telemetry	systems
Workstations	on	wheels,	7,	161,	255,	
259–261
World	War	II,	2
Worms,	69
WoWs.	See	Workstations	on	wheels
WPA.	See	Wi-Fi	Protected	Access
WPA2.	See	Wi-Fi	Protected	Access
WSTF.	See	Wireless	Strategy	Task	
Force
X
X-ray	machines,	mobile,	9,	155–157
Z
ZigBee,	6,	199,	204,	213
